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© 000 «KPUNTO-MNPO>», 2000-2019. Bce npaBsa 3awuiueHbi.

ABTOpCKUe MpaBa Ha CpeacTBo KpunTorpadudeckoii 3awmuTel uHdopmauumn Kpuntollpo CSP n akcnayaTtaumoHHyto
AOKYMEHTALMIO K HEMY 3aperncTprnpoBaHbl B Poccuiickom areHTCTBe No naTeHTam 1 ToBapHbIM 3Hakam (PocnateHT).

JokyMeHT BXoAuT B KOMMEKT nocTaekm nporpammHoro obecnevenns CK3U Kpuntollpo CSP sepcun 5.0 KC1; Ha
HEro PacrnpoCTPaHSIIOTCA BCE YCJIOBUS JINLEH3NOHHOIO COrnalleHusi. bes cneuymansHOro nMCbMEHHOrO pa3peLueHus
000 «KPUMNTO-MPO>» foKyMEHT nan ero 4acTb B 3EKTPOHHOM WK NEYAaTHOM BUAE HE MOTYT OblTb CKONMMPOBaHbI
U MepefaHbl TPETBUM JINLAM C KOMMEPHECKON LEeNbHo.
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1 WucTtannsauyna CK3UMN Kpuntollpo CSP

WNHcTannsuns, gemHcTannsuns n obHoBieHNE CPeACTBa KpUNTorpadmyeckoli 3awmTel nHpopmauny (ganee —
CK3W) Kpuntollpo CSP Bepcun 5.0 KC1 npomssoanTcsi B COCTaBe MPUKAAZHOW MPOrpamMmbl, pa3paboTaHHOli ¢
npumenHeHunem Kpuntollpo CSP. MNpu aTux geiicTBusix cnegyer pykoBOACTBOBATLCS AOKYMEHTALMER OT NPOU3BOSUTESS
NPUKIagHoi nporpammbl (Kak NpaBuso, 3TO CUCTEMA JOKYMeHTOObOpoTa nnm HaHK-KANEHT).
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2 WNntepdeiic CK3N Kpuntollpo CSP

2.1 [Doctyn Kk koHTponbHoW naHenn CK3U

[aHHbIl pasgen siBASIETCA WHCTPYKUMER MO MCMOb30BaHNIO KOHTPOILHON naHenn (navenu HacTpoiiku) CK3U
Kpuntollpo CSP sepcun 5.0 KC1.

Manens Hactpoiiku Kpuntollpo CSP gocTynHa w3 npuknagHoii nporpammbl, pa3spaboTaHHoii Ha 6aze CK3U.
MeTog, BbI30Ba KOHTPOJILHON MaHenun onpegensieT pa3paboTyuk npuknagHoli nporpaMmel.

KonTtponbHas nanens CK3W Kpuntollpo CSP (cm. puc. 1) npegocTtaBasieT AoCTyn K CeAyoWmnM QyHKLMSM:
B3aumogeiictene c YL,

yaaneHue Katoudeli u cepTudrkaTos;

yCTaHOBKa CepTud1KaTOB;

yAaneHne COXpaHeHHbIX Naposieii;

yrnpasJ/ieHne NuUeH3ue;

NpoBEpPKa LeSIOCTHOCTH;

cKaymBaHue n yctaHoeka ceptucdukatos n CRL.

HeT ceTh = 1:10 100 %, [w—)

Kpuntolpo CSP 5.0

BaawmopeiicTeune ¢ YL

Y0oanuTb KNoun U cepTUdMKaThI

YeTaHoBUTL cepTUdmKaTsl

YpannTb coxpaHeHHble naponu

YnpaeneHue nuueHsmed

MpoBeprTb LENOCTHOCTD

CkauvaTb M yCTaHOBWTb cepTudukaTt unm CRL

Bbixop,

PucyHok 1. KontponbHasi navens CK3W Kpuntollpo CSP
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2.2 VYpaneHune kno4einn n ceptndukaTos

[anHas yHKLMSA BLINOMHAET yAaNeHNe C YCTPOWCTBA BCEX 3aKPbITbIX KAKOYEN, KNHOYEH 3eKTPOHHO NOANUCY
1 CepTUPUKATOB KaK JIMYHBIX, Tak 1 KOpHeBbIX. [lns 3anycka npouecca yaaneHns HaXKMUTe KHOMKY « YOanuTb Kitouu
n ceptudmkaTbly KOHTPONLHOW maHenu u NoATBepAnTE AelicTBME B OTKpbiBeMCs okHe (cm. puc. 2). B caydae
YCMELLHOrO 3aBEPLUEHNSI NPOLEefyPbl NOSIBUTCS OKHO C COOTBETCTBYHOLLMM coobuyeHnem (cMm. puc. 3).

YpaneHue Knove n
cepTuduKaToB

Bbl 0eWCTBMTENBHO XOTWUTE YoanuTh
BCE K44 W CEPTUPMKATRI?

[a HeT

PucyHok 2. [lnanorosoe okHO MOATBEPXAEHUS yAANEHUs KAtOHel 1 cepTudnkaTos

YpoaneHue Kno4yen n
cepTUdMKaTOB 3aBepLUEHO

Ok

Puncyrok 3. YcnewHoe 3aBepLueHmne npoueaypbl yAaneHns KAKOYEA N cepTugnkaTos

Mpumeyanne. BygbTe BHUMATENLHLI NPYU UCMOABL30BAHUN AAHHOR (DYHKLMN, MOCKOJILKY YAANEHHbIE KON
HEBO3MOXXHO BOCCTAHOBUT.

2.3 VYcrtaHoBka cepTudukaTos

DYHKUNS OCYLLECTBNISET YCTAaHOBKY CepTU(UNKATOB W3 KOHTEAHEPOB Ha YCTPOMCTBE B COOTBETCTBYIOLLME
xpaHuanwa ceptudpmkaToB. [nsi 3anycka npouecca YCTaHOBKM HAXMUTE KHOMKY «YCTaHOBUTL CepTuduKaThl»
KoHTponbHoli naHenn n nogTeepauTe AeicTBNE B OTKPbIBLIEMCs OKHe (cM. puc. 4). B cnyvae ycnewwHoro 3aseplueHns
MPOLEAYPbI MOSIBUTCS OKHO C COOTBETCTBYHOLWMM coobLyeHnem (cm. puc. 5).

- ™

YcTaHOBKa cepTnduKkaToB

Bbl AEACTBUTENBHO XOTUTE YCTAHOBUTD
cepTudUKaThl U3 KOHTEMHEPOB?

[Oa Het
. J

Pucyrok 4. [Inanorosoe okKHO NOATBEPXKAEHMSI YCTAHOBKM CEPTUDUKATOB
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YcTtaHoBKa ceptndpukaTos

YcTaHoBKa cepTudUKaToB
3aBepluMnach ycnewHo

Ok
. /

Puncyrok 5. YcnewHoe 3aBeplueHmne npoueaypbl YCTaHOBKU CEPTUCUKATOB

2.4 YpaneHue coxpaHEHHbIX Naponein

Ona ypaneHusi 3amoMHEHHbIX NapoJieli KOHTEWHEPOB 3aKpbITOro KJK4Ya C YCTPOMCTBA HAa>XMUTE KHOMKY
«Ypanutb coxpaHeHHble naponny KoHTPoNbHONM naHenu u NoATBepAnTe AElCTBUE B OTKPbIBLUEMCS OKHE (CM. puc. 6).
B cnyuae ycnelwHoro 3aBeplueHusi npouesypbl NosiBUTCS OKHO C COOTBETCTBYHOLMM coobuieHnem (cm. puc. 7).

YpaneHwe naponei

Bb 0eHCTEMTENEHO XOTHUTE YOANWMTE
napond?

[a Het

PucyHok 6. [lnanorosoe okHO NMoATBEpXXAEHUS YAANEHNS COXPAHEHHbIX Naponei

YpaneHwe naponei

YaaneHwe naponeit 3apeplIMnoch
Yenexom

Ok

PucyHok 7. YcnelwHoe 3aBeplueHmne npoLenypbl yaaneHnsi COXpPaHEHHbIX Naponei

2.5 BsBopg cepuiiHOro Homepa MUEH3NN

Mpu yctaHoBke nporpammuoro obecnevenusi Kpuntollpo CSP 6es BBOga /IMLEH3MM NOABL30BATENIO
NPeaoCTaBsSeTCA JINLUEH3NSI C OrpaHUYEHHbIM CpPOKOM peicteusi. [ns ucnonw3osanust Kpuntollpo CSP nocne
OKOHYaHUSl 3TOr0 CpoKa HeobXOAMMO WCMO/b30BaTh JIMLEH3UIO, MOJIYYEHHYH Yy OpraHu3auuu-paspaboTymka uamn
opraHM3aumm, MMetoLLEeli NpaBa pacnpoCTpaHeHNs NPOAYKTa.

CywecTeyet Tpun cnocoba nuuensmposanus Kpuntollpo CSP gna OC iOS:

1) JlnueHsnsi Ha NPUIOXKEHE — MPOU3BOANTENb MPUJIOKEHNS MOCTABASIET €ro BMeCTe C smueHsueid Ha CSP.
Beog nuueHsum nonb3oBaTtenem He Tpebyertcs.

2) JluueHsus Ha cepTudmKaT — eCnu yAOCTOBEPSIIOLMIA LIEHTP, KOTOPbIA MCNOb3YeTCsl B NH(OPMALMOHHON
CUCTEME, NOALEPXKMBAET TaKyto (DYHKLMIO, NOAb30BAaTENb MOXKET 3aMpoCuTh CEPTUMUKAT C PacLUNPEHNEM, B KOTOPOM
copepxutcsa anuensus Ha Kpuntollpo CSP. 3Ta snueH3us pacnpocTpaHseTcst TONbKO Ha AeNCTBUS C CepTUUKATOM,
COLEPXKALLNM PacCLUNPEHME.

3) BBoa /MLEH3MN MONBb30BATENEM HEPES KOHTPOJIbHYIO MaHEb.

[ns BBOAA/NPOCMOTPa /IMLEH3NM 4YEPE3 KOHTPOJSILHYIO MaHENb HEOBXOAMMO HaXkaTb KHOMKY «YnpaBneHue
nnuensmneiny. OTKPOETCS [MAforoBoe OKHO ynpasneHwst nuueHsusmu (cm. puc. 8), MHOpMUMpyloLLee O Cpoke
LEACTBUSE ANLEH3UN DO ee OTCYTCTBUMN.
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YnpaeneHue NULeH3nen

McTekaeT 4yepes 2 mecaualues) 22
OHA(eRr)

EeecT nuueH3nio

3aKkpbITb

Pucyrok 8. [Juanorosoe okHO ynpaBieHUs JINLEHIUSMU

[ns BBOAA HOBOrO CEPUIAHOrO HOMEpPA JINMLEH3UM HaxKMuTe KHomnky «Beectn nuuensutoy. OTKpoeTcs OKHO
BBoAa snueH3um (cm. puc. 9). Mocne BBOAA HOBOrO CEPUIAHONO HOMEpPA TEKYLLAs JINLEH3USI 3aMEHUTCS HA HOBYHO.

YnpaeneHue nMueH3nei

BeegMTe NALEH3MID:

OTmeHa OK

PucyHok 9. OkHo BBOgA NMLEH3UN

2.6 [lpoBepka LenocTHoOCTU

DyHkums ocyuiecteasieT npoeepky uenoctHoct Kpuntollpo CSP u npuknagHoii nporpammel, paspaboTaHHoli
Ha 6aze CK3W. [dna npoeepkn LEeNOCTHOCTU HaxkmuTe kHomKy [poeputh uenocTHocTe U3 KoHTponbHOR naHenw
CK3W. B otkpbiBwemcs okHe (cMm. puc. 10) oTobpaxaercs uHdopmaums O pesynabTaTax NPOBEPKW, MapameTpax
sepcun Kpuntollpo CSP, a Takxxe 0)KnaaemMoe 1 nosly4eHHoe B XO4e MPOBEPKY 3HAYEHMST XIL-DYHKLUN NPUITOKEHUSI.

-

—

MNpoBepKa LENOCTHOCTHN
Kpuntollpo CSP ycnewHa

PesynbraThbl:
Homep cbopku: 8507
Bepcusa appa: 8011
MpoBepeHo Moayneit: 1
Mma mopynsa: Program control sum
OXuaaemMblid xeL:
6903A8F417694E68
E639671E0D970655
7FA3E295CD2F8698
A5F481317FDB2C33
Mony4yeHHbIN xeL:
6903A8F417694E68
E639671E0D970655
7FA3E295CD2F8698
A5F481317FDB2C33

OK

I

_J

Pucynok 10. OkHo ¢ pe3ynbTaTaMn NpoBepKN LENOCTHOCTU MPUIIOKEHUS
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2.7 YcrtaHoBka BHewHnx ceptucdpmukatos n CRL

Ons obecneyeHuss posepusi Kk cepTudpukaTam, BblAaHHbIM onpeaeneHHbiM YL, n nonyyeHns ceepeHwii
o6 oTO3BaHHbIX cepTuduKaTax Heobxogumo 3arpysuTb cepTudmkaTel YL n akTyanbHble CNUCKM OTO3BaHHbLIX
ceptucpukatos (COC, CRL). 3arpyxaemble cepTucprkaTtbl OyayT ycTaHOBAEHbI B XpaHunule ceptudmkatos Root,
a CRL — B xpanunnwe CA.

Ons ckaunsanus ceptucpukata nnm CRL naxmute kHonky «Ckavatb n yctaHoBuTb ceptudpmkat vam CRL»
KonTtponbHoii nanenn CK3W. B oTkpbiBwemcst okHe (cm. puc. 11) BBeguTe agpec ANsi CKaudmMBaHUS U MOATBEPANTE
AeiicTBue. B ciyvae ycnewHoro 3aBeplueHnsi npoueaypbl NosiBUTCS OKHO (cM. puc. 12) ¢ pesynbTaTamu yCTaHOBKM
ceptudpmkatos/CRL n konm4ecTBoM ycTaHOBNEHHbIX OOBEKTOB.

CryptoPro CSP

Bce cepTuduxaTel ByOoyT YCTAHOBNEHSI
B XpaHunuwe Root,
CRL - B xpaHunuuie CA.
BeeguTe agpec ong cka4yvBaHMa
cepTudukaTa mni CRL

http://cpca.cryptopro.ru/cac...

OTmeHa OK

Pucyrok 11. Juanorosoe okHo 3arpysku ceptucpukatos/CRL

VYcTtaHoBKa cepTudukaTos/crl

6 cepTugmkaTt{oe) M 0 CRL Beinu
YCTAHOBNEHB! YCNelWHo

Ok

Pucyrok 12. VYcnewHoe 3aBeplueHne npouesypbl yctaHoeku ceptucdumkatos/CRL

2.8 BszsaumopeiictBue c YL

HacTtpoiika napametpoB B3aumogeiicteus ¢ YL ocywecTBnsieTcs ¢ noMoLbio MaHenn B3aUMOLENCTBUS C
VU, koTopasi goctynHa no kHonke «Bsaumopgeiictene c VL» KonTponbHoii naHenn Kpuntollpo CSP. Manens
B3aumogeiicTeusi ¢ VL umeert pasnuuHblii Bug B 3aBucuMoctun ot BeibpatnHoro Tuna YL,

Kpuntollpo CSP gna OC iOS nopaepxusaet paboty c ymoctosepsitowumu veHtpamu tunos Kpuntollpo VL
1.5, Kpuntollpo VL 2.0 n nsonnposantsiii YL, Microsoft (Microsoft CA Standalone). Jns Bbibopa Tuna VL HaxmuTe
kHonky « Tun YL ». B oTkpbiBwemcsi okHe (cMm. puc. 13) Bbibepute Heobxogumbiii Tun YL n3 cnuncka.
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HeT cetn ¥ 1:28 100 % (=)

BbIBEPWTE:

Kpuntollpo YL 1.5
Kpuntolpo YL, 2.0

MaonmpoeaHHbIii Microsoft YL

OTmeHa

Pucynok 13. OkHo Bbibopa Tuna VL
2.8.1 Bsaumogeiicteune c Kpuntollpo VYL 1.5
2.8.1.1 HacTpoiika nogkntodeHusa k YL

Onsa Hactpoiikm nopkntoveHnsi k YL oTkpolite naHenbs B3aummopeiicteust ¢ YL un ycranosmte Tmn VU
«Kpuntollpo YU 1.5». Manens B3aumogeiicteus ¢ YL, Boirnsaant cnegytowum obpasom (cm. puc. 14).

HeT cetn = 1:11 100 % (=)

{ Hazap

Tun YU Kpuntolpo YL, 1.5

URL YL https://cryptopro.ru:5555/ui
MpoBepaATb UMS cepiepa U
AVTEHTUBMKALIMS:

bes ayTeHTUGMKaLMK v

Mo cepTudukaTty

Mo TokeHy

YeTaHOBUTL KOPHEBOI cepTuduMKaT
3aperncTpvpoBaTh HOBOrO NONb30BaTENS
MpoBepuUTb COCTOAHWE PErMCTPALIUM
OTnpaeuTb 3anpoc Ha cepTUdukaT
Mony4nTb M YCTaHOBUTb cepTUdMKAT

3aKpbiTb Mapkep

PucyHok 14. MMaHenb B3aumogeiicteus ¢ YL Kpuntollpo VL, 1.5
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[Ons ycraHoskn agpeca YL naxxmute Ha «URL VLU » un BeeguTe appec. Kak npasuno, agpec umeet cpopmat
https://<wums cepsepa>/ui. [ns pemonctpaumn pabotel Kpuntollpo CSP wncnonbsosancs tectoswii YL, OO0
«KPUMTO-MNPO» https://www.cryptopro.ru:5555/ui Tnna Kpuntollpo VL 1.5.

Onuus «[lMpoBepaTe uMs cepeepay onpeaensiet, Tpebyetca nu npu pabote ¢ VYL, npoeepsaTs cooTseTcTBME
agpeca YU v umenn cepeepa us ceptudpukaTa. B uensix 6e30nacHOCTN peKOMEHLYETCS HE BLIKIIOYATL 3TY OMUMIO.

B cnyyae ucnonszosanus tuna YL Kpuntollpo VLU, 1.5 poctynHbl crnegytowme Tunbl ayTeHTudmKauuu
nonb3oeatena YL

e be3 ayreHTudumkauny;

e [lo ceptudpmkaTy;

e [lo TokeHy.

[ns ocyuiectenenns ayteHTudukaumm no ceptudpmkaTy HaxxmuTe Ha kHonky «[lo cepTudpmkaty». OTkpoeTcs
OKHO BblbOpa cepTudpukata ans ayrentucpukauymm (cm. puc. 15). lNMocne Bbibopa cepTudprkata ero oTnedaTok
oTobpasutcs B none «[lo ceptucpukaty» (cm. puc. 16), a camo none ByaeT BbIGENEHO LBETOM.

HeT cetn = 12:32 97 % (=)

BbIBEPWTE:

CN=test OelicTeuTeneH 16.07.2018 09:22 - 16.10.2018 09:32
CN=User1, E=userl@acme.ru, O=Acme, T=CEO [eicTeuteneH 16.07.2018 09:11 - 16.10.2018...
CN=usertest, E=usertest@acme.ru, O=Acme, T=manager [eicTeuteneH 16.07.2018 09:03 -...

CN=testdm NelicTeutenen 05.07.2018 11:01 - 05.10.2018 11: 11

OTmeHa

Pucynok 15. OkHo Bblbopa cepTudukata gas ayTeHTubukayum

AYTEHTUOHKALIMA

bes ayTeHTUGUKaUWK
Mo ceptudmkaty: 39D08864FEEBEBF3CF93B4BA7A3DEO1665F3C3CY v

Mo TokeHy

PucyHok 16. Bug nanenn npu ayteHTudpmkauum no ceptudpmkaTy

Mocne ycTaHOBKM JaHHOTO TUNa ayTeHTUMKaLMM Npu ocyLecTBeHnn 3anpoca K YL (Hanpumep, npu oTnpasku
3anpoca Ha cepTudmkaT) ByAeT 3anpoLueH Naposib OT KOHTEiHEPA 3aKPbITOrO KJK04a, COOTBETCTBYIOLLEr0 BbIBpaHHOMY
ceptucpukaty (cm. puc. 17).
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Authentication - CryptoPro
CSP

Crypto-Pro GOST R 34.10-2001 KC1
CSP requests password

Remember

OTmeHa OK

Pucynok 17. OkHo BBOZA Maponsi KOHTelHepa

[ns ocywectsneHnst ayTeHTUDUKaLUM NO TOKEHY HaXXMUTe Ha KHOMKy «[1o TokeHy». OTKpoeTcs OKHO BBOAA
naentncpnkatopa (ID) u napons mapkepa BpemeHHoro goctyna, BbigaHHoro YL (cm. puc. 18). Mocne BBOAa M
nposepku AaHHbix |ID mapkepa otobpasutcs B none «[lo TokeHy», (cm. puc. 19), a camo none byaeTt BbigeneHo
LUBETOM.

Beepgute ID mapkepa u
napone:
51252
(T2 TT1])
OTtmeHa OK

Pucyrok 18. OKHO BBOfA AaHHBIX MapKepa ANs ayTeHTudmKaumu

AYTEHTHM®MKALIMSA:

bes ayteHTUdMKaLMM
Mo cepTudukaty

Mo TokeHy: 51252 v

Pucynok 19. Bug navenn npu ayteHTudpmkauum no TOKeHy
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2.8.1.2 VYcTaHoBKa KOpHeBOro ceprtucukaTa

Mepen Hauanom B3aumopeicTeua c BbibpaHHbiM YL HeobxoanMo ycTaHOBUTL ero KopHeBoli cepTudukaT B
xpaHunuwe yctpolictea. [ns yctaHoBku kopHegoro cepTudpmkata YL HaxxmuTe Ha KHOMKY «YCTaHOBUTL KOPHEBON
cepTudmkaty Ha naHenu esaumopelicteus ¢ YU, OTkpoeTca OKHO noaTBepXAeHWs YCTaHOBKU cepTudmkaTta, rae
TakXKe CofepXKNUTCs oTnevaTok ceprtucpukata (cm. puc. 20).

YcTaHOBKA KOPHEBOro
cepTugumKaTa

Bbl eACTEMTENEHOD XOTWTE YCTAHOEWTD
KOPHEeBOW cepTHdmxaT?
OTnevaTok:
6C31549B7DB07ABEA1973DC3FC396
74D691D19A2

[a Her

Pucynok 20. uanoroeoe 0KHO NOATBEPXKAEHUS YCTaHOBKM KOpHeBoro cepTudmkata YL

B uensix besonacHOCTN pekOMEHAYeTCsi MPOBEPUTHL COOTBETCTBME OTMEYaTKa cepTudurkaTa n3 coobuieHus un
oTnevatka ceptucukata BoibpaHtoro VL. OtnevaTtok ceptudpukata VL, Heobxogumo nonyumTs 13 AOBEPEHHOrO
NCTOYHMKA.

B ciyyae ycnewHoro saBepLueHunst ycTaHoBKN KOpHeBoro cepTudpmkaTa YL, oTKpoeTcst OKHO € COOTBETCTBYIOLMM
coobuyeHnem (cm. puc. 21). AHanorm4Hoe okKHO OTODpPaXKaeTCst TakXXe B C/ly4ae MOMbITKA YCTaHOBKM CepTudmkaTa
VL, KOTOpbI y)ke YCTaHOBNIEH B XpaHUMLLE YCTPOACTBA.

Ceptudukar YLl yctaHoBneH

OK

Pucyrok 21. CoobuyeHune ob ycnewHoii ycraHoske ceptucpukata VL

Ecnu ycranoeka cepTudkata HEBO3MOXKHA MO MPUYUHE, HaNpUMep, OTCYTCTBUS COEAUHEHNSI C CEPBEPOM U
HEKOPPEKTHO yka3aHHoro agpeca YL, otkpoercs okHo ¢ yBegomneruem o6 ownbke (cm. puc. 22).

OYHKUKA
get_and_install_ca_cert
3aBeplUMNach HeypaqHo.
Owwubka: He ypanochb
paspeLwmnTh MMA cepBepa
(12007).

OK

Pucyrok 22. Coobuerne 06 owmnbke ycraHoBkn ceptudpukata VLU
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2.8.1.3 Peructpauusa nonb3oBatens Ha YL

Onsi ayteHTudpmkaumm nonbsosatenss YL moxeT BbITb ucnonb3oeaH Mapkep BpeMeHHoro goctyna. Mapkep
BPEMEHHOrO AOCTYNa BbIGAETCS MNOJL30BATENO Npu ero peructpauyuun. na perucrtpauuu HOBOro mosb30BaTeNs
HaXKMUTe KHOMKY «3apermcTpupoBaTb HOBOro Mnosb3oBaTensy naHenu B3aumogeiicteus ¢ VL. Otkpoerca okHo
permcTpauunoHHoii copmbl (cm. puc. 23). Bhecute B hopmy cBefieHNsi O MONb30BATENE U HAXKMUTE KHOMKY
«3apernctpmpoBaTb>.

HeT cetn = 11:22 100 % [—)
( Hazan 3aperucTpupoBaTb
Qamunua: Test
Wmsa: User
LonXHoCTb/3BaHue: manager

HecTpyKTYpUpOBaHHOE UMS:

Appec:

Obwee nmsa: tuser
MoppaszneneHue:

OpraHusauyus: Acme
Fopoa: Moscow
ObnacTtb:

CrtpaHa/pervoH: RU
3nNeKTpoHHaa no4Ta: tuser@acme.ru
WHH:

OrPH:

CHWIC:

OrPHKMN:

Knioveeas ¢ppasa:

LHononHutenbHaa uHGopmauua:

PucyHok 23. ®opma peructpaunn nonbsosatens YL

Ecnu BBeaeHHble AaHHble He DyayT cooTseTcTBOBaTH monutuke umén YL (Hanpumep, He BygyT 3anosHeHb
Kakue-1mbo 13 obsizaTenbHbIX Noseii nan DyaeT NpeBbileHa MakCUManbHas AJIUHa 4715 Kakoro-nunbo nonst), oTkpoercs
OKHO C onmcaHuemM owmnbky n popma He ByaeT OTnpassieHa Ha PeErMcTpauuto.

B cnyyae KOppeKTHOrO 3anoNHEHNUS PErNCTPALMOHHON DOPMbI NOC/E HAXKATUS HAa KHOMKY « 3aperncTpuposaTb»
3anpoc yiigeT Ha obpaboTky. o okoHYaHMIO Mpouecca perncTpauun OTKPOETCS OKHO, cofepxkaluee nHdopMaumio o
cTaTyce peructpauum nosb3osatens, ID mapkepa n napons (cm. puc. 24). MoxHO aBTOMaTUHeCKM HAaCTPOUTL MaHENb
B3aumogeiicteust ¢ YL, Ha paboTy no aTomy TokeHy u naposito. [asi 3TOro B MOSIBUBLUEMCS OKHE HY>XHO HaXkaTb
«[a». B npotusHoM cnyyae moxHo byget Beectn ID n naponb mapkepa nosxe BpyudHyto (cm. puc. 18), ans atoro
PErMCTPALMOHHYIO UHOPMALUNIO HEODBXOAMMO BYAET 3aMOMHUTL UM COXPAHUTL.
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MNMonb3oBaTens
3aperucTpUpoBaH.

ID mapkepa: 51212
Mapone: regqldard
Mecnonw3oBaTh 3TOT MapKep Npamo
celvac?

[a HeT

Pucyrok 24. OkHo ¢ napameTpamMu BblAaHHOMO MOJIb30BATENO TOKEHA

2.8.1.4 T[lpoBepka cOCTOsIHUS 3anpoca Ha pPerucTpaluio

Cratyc 0bpaboTkn 3anpoca Ha perncTpaLumio Nosib30BaTeNsi MOXHO NPOBEPUTbL, HaXKaB KHOMKY «[lposepuTs
COCTOsIHME perucTpauumy naHenn Bsaumopgeiicteus ¢ YL, B otkpeiBwemcs okve (cm. puc. 25) otobpassitcs
CBELEHUSt O COCTOSIHUM PErmMCTpauuy U ngeHTMrKaTop 3anpoca, KOTOPbIA MOXET MOHazobuTbcs npu obieHnmn c
afMUHNCTPATOPOM LIEHTPA PErncTpaLumu.

CocTosH1e perucTpaumnm

WpoenTudukaTop 3anpoca: 62185
Pervctpauma ogobpeHa

OK

PucyHok 25. OkHO npoBepKM COCTOSIHWSA PErMcTpaumm nosib30BaTess
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2.8.1.5 Co3pgaHue n oTnpaska 3anpoca Ha cepTudukat

[ns co3panus 3anpoca Ha cepTndurKaT HaxXMuTe Ha KHomKy « OTNpaBuTL 3aNpoc Ha CEpTUUKAT Ha MaHenun
B3anmogeiicteusi ¢ YL, OTkpoetcsi okHO co3gaHus 3anpoca Ha cepTudpmkat (cm. puc. 26).

HeT cetn = 20:06 100 % ==+

¢ Hasap

3anpocuTb nnueH3u Ha Kpuntollpo CSP
Mcnonb3oBaTb cYMTbIBaTENDL CMAPT KapT

BBIEEPMTE TWUIM NMPOBAUOEPA

Crypto-Pro GOST R 34.10-2012 KC1CSP
BbIBEPWTE LIABIOH

CepTtudukat nonb3osatens YL,

One day User

BpemeHHblli cepTudmkaTt Onepartopa YL
BpemeHHbIli cepTudukaT nonbaosatensa YL
CepTudukar ipsec

Ceprudukar AgMuHucTpaTtopa gns DSS
CepTudnkart ayoutopa xypHana YL
CepTudukar Bxofa B aomeH no ¥Y3K
CepTudmMKaT Bxoa CO CMapT-KapTon
CepTudmkat KoHTpoANepa gomeHa (winlogon)
CepTtudukat onepatopa cnyx6s1 OCSP
Ceptudukar onepatopa cny>xbbl LUTaMNOB BPEMEHHK
CepTtudukat Onepatopa YL,

CepTudukat noanucu (Tect YIK)

CepTudmMKat NoanncK c nuueHsuen (tTect YIK)

CepTudukart nonb3aoeatens DSS

Puncynok 26. @opma 3anpoca Ha cepTudpmkaT

Mpumeyanue. YcTaHOBKY LOMOJHWTENbHLIX NapaMeTpoB (HanmpuMmep, 3anpoc JULEH3UM uau Bolbop Tuna
npoBaiifiepa) HeOOXOANMO BbINONHATL 4O Bblbopa waboHa.

MNpun 3anonHeHnn opMbl 3anpoca Ha cepTucukat asst Belbopa fOCTYMHbI Cledytolme napaMeTphbl:

e 3anpoc nauuensun Ha Kpuntollpo CSP (nogpobree cm. pasg. 2.5) — cosgaHnme 3anpoca Ha
ceptudpmkar, cogepxawuii nuuensmio Ha Kpuntollpo CSP. MonyyeHune Takoro ceptudpmkaTa BOSMOXHO, TOJBKO €C/N
YAOCTOBEPSIIOLLMIA LEHTP, C KOTOpbIM Bbl paboTaeTte, noanepxusaet a1y dyHkumo. Ecan agmununctpaTop VLU wnn
nHoe ynonHomo4deHHoe YL nuuo He coobuymno Bam, 4TO HEOBGXOAMMO MCMONBL30BaTh 3TY PYHKLUUIO, HE UCNONb3YiTe
e€; B NpoTUBHOM ciiydae Baw 3anpoc, BeposiTHo, byaeT oTkioHéH Ha VL.

® UCNOJIb30BaHWE CHUTbIBATENS CMApPT-KapT — OMNUMS aKTWBHA B C/IyHae HaIMYUS CHUTBLIBATENSI.

e TUM npoBaligepa — B 3aBUCUMOCTM OT WCMOJb3yeMbIX anroputmoB DIl 1 XoWwuMpoBaHUs GOCTYMHbI
CefytoLmMe KpUNTonpoBaigepsbl:
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— Crypto-Pro GOST R 34.10-2001 KC1 CSP;

— Crypto-Pro GOST R 34.10-2012 KC1 CSP;

— Crypto-Pro GOST R 34.10-2012 Strong KC1 CSP.
e wabnoH — onpeaensieT HasHadeHne cepTudmkaTa.

Mocne HaxkaTust Ha Ha3BaHue WabnoHa OTKPOETCS OKHO buonormyeckoro gatumka chydaiibix ducen (JCH)
(cm. puc. 27). [ns reHepaunu ciy4vaiiHoli NoC/iefOBaTENbHOCTM HAXKMMATE Ha SKpaH yCTPONCTEa.

HeT cetn & % 20:07 100 % ==) +
HaxkmumaliTe ona reHepaummn cny4yaiHblx gaHHbIX

OTtmeHa

PucyHok 27. OkHo buonoruyeckoro ACH

MNocne 3aBeplienuns paboTsl buonorndeckoro ACH 1 reHepauun Kio4a OTKPOETCS OKHO YCTaHOBKW Maposs Ha
KOHTeliHep 3akpbIToro kit4a (cm. puc. 28). [eaxasl BBegute naponb un Haxmute kHonky «OKx». Ecan ocrasnTb
CTPOKU MYCTbIMU, Napoib He ByAeT yCTaHOBJIEH.
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Crypto-Pro GOSTR
34.10-2012 KC1 CSP
requests new authentication
properties for container

L1 d L)

L1 d L)

OTmeHa OK

Pncyrok 28. OkHO ycTaHOBKM Naponsi Ha KOHTeliHep
MNocne atoro 3anpoc byaet otnpaesed B YL,
2.8.1.6 TllonyveHue n ycraHoBka cepTudcukaTa

Kuonka «[lony4uts u ycTaHoBUTL cepTudbukaTy Ha naHenu e3aumogelicTeus ¢ YL| nossonsier npocmoTtpetsb
nepeyveHb CO3LaHHbIX 3anpoCOB Ha CepTUMKAT N UX CTaTyC, YCTAHOBWUTb CEPTUPUKAT, €CAM OH BblAAH, a TaKXe
NMPOCMOTPETbL U pacnedaTtaTb biaHkn cepTudmkaTa 1 3anpoca Ha cepTudmKar.

[ns npocMoTpa nepeyHs CO3f4aHHbIX 3aMpPOCOB HAXXMUTE Ha KHOMKY «[loayunTb u ycTaHOBUTL cepTudpmkaTs.

OTkpoetcst okHO «3anpocbl Ha cepTudpukaty (puc. 29), rge oTobparkaloTcsi UAEHTUPUKATOPbI, AaTbl OTMPaBKU 1
0bpaboTkM, a TakxKe COCTOAHUS 3anpoCoB.

HeT cetn = 20:07 100 % ==h+
( Hazap 3anpochbl Ha cepTuduKar
[»] L ags KOMMEHTapHil COCTOAHKWE

oTnpaekM  oBpaBoTkn

53836 19.07 20:04 19.07 20:04 3aseplueH

53837 19.07 20:08 19.07 20:08 3agepwer

PucyHok 29. lNMepeyerb 3anpocos Ha cepTudmkat

Ecnu 3anpoc Haxogutcs B cocTosiHuy 3aBepLueH, TO MpM HaXKaTUuM Ha HEro OTKPOEeTCs BnaHK BblAaHHOMO
ceptucprkata (puc. 30). Mo kHonke «HamevaTtaTb» MOXHO OTMpaBMTL BnaHk Ha nedatb. [ns npocmoTpa BnaHka

3anpoca Ha cepTudukaT HaxmuTe KHonky «[lepeliTu k 3anpocy». OTkpoercs bnavk 3anpoca Ha ceptudmkat (cm.
puc. 31), KOTOPbIA TakKXXe MOXKHO OTMPaBUTL Ha MeYaTb.
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Her cetu = 20:07 100 % E==h# Her cetu =

< Hazag

20:08 100 % =204
( 3anpochbl Ha cepTudmkaT

P Uentpa Uentpa
CepTHdHKAT KNIOYA NPOBEPKH INEKTPOHHON NoANKEN 3anpoc Ha CePTHHHKAT KNKOYA NPOBEPKH 3NEKTPOHHONR NOANKCH

¥ 000 KPHITT-PE" 1 = Testl, CH = testl, € = A
19 mars 2018 . 16:53:00 UTC 10 19 oxrsps 201 . 17:09:08 UTE maw:

Baponn: 3 (03] o ranu

3 0003 483 25t

Tousi 114 D00 "KBHITTO-TIROR, 0 = DOO "KPHMTO-MPO, € = RU, E = infoibcryptopea s, L = Moccas, S = 77 r. Mocxss, STREET = yn, Cywdacods nan, o 18, WHH = 5013 06 07 2a 85 03 02 02 24 00 06 OF 2a 65 03 07 01 01 02
4se s

0
6743 B991 2F57 754D 24DE UG0G B96Y GESS 7285 A199 F2F7 C7FB A88C 262F 284 9ED1 DCPE SC2E AGEC 95EC CEB2 CELS 5156 USF 6E73 0BG SCAD 1769 20C1 CACB

e 04
ATOHBYTH 330pOCH 3 COpTHBNKAT X500
L ArpuyT 1.5.6.1.4.1313.2.1.14

Hasaarers

P8 capTSHHaTI

5013 06 07 24 85 13 02 02 24.00 06 08 2a 85 03 07 01 01 02 0

et {1.2.643.2.2.34 6) Mgoespis nappeiocr xawents {1.3.6.1.5.5.7.2.3)

2

B 9F45 5098 207, 162A 245C 3DC9 DACZ FEAS 2453 SCCA DDAD 2248 4547 6147 FDAD 2FFC AB2A ABSE SAAT 2844 SEEE S804 518D 5774 4D78 SSEC FOL6 BOAS E7D3 EEJ0 064D

)

. Monnwes
58 44 e co.ca o5 #0753 51 17 90 o o6

BNPOCE 1B CAPTHHKRT
5.29.35 "_n
MasiTubiaran s LTS cepregaaoe
a=7b b2 1034 65 52 02 ac 12 1 a0 40 86 76 01 71 45 5d 33 43 Mocr aa: Anpec xaranora: C="TecTau Y11 000 *KPAITO.NP0™" 0='000.

foaryatapro.u L=Mocraa =77 r. Moos STREET="yn. Craséeck san, G77ETLO7E1 QTP = 1037700085444 Capmmash nowes cxgmndpecara=44 87 da mn
936092 40 76 16 82 73 441 17 2 o
fpaves 25,2931

Tounm pacnpoctpemeras ciccos araus (ALY
[1 Taea pacrpassnirns

Ranios ik URL-1

ROORO0NN

P 18 axrabpn 2018 £ 19:58:00.

anken (23 02 30 K2

ofloe CSP* (asporn 3,61 Jmcniuens a cpaacrua 3: Caprisgrar coommarcrens N C8/124-2738 o7 04,07.20145 Coancreo YL "Yaoeromspmm
CBEAETHD VLI CepTkaT coaTReTETEAS Mo CO1126-2768 7 11.12.2015

Maanruarap: 12.6432.2.3
3mussine: IDAE 7564 9EG7 310G FABO E548 1DIE SFC FODL SCGF 9AUD 9157 FAZC GASF 8254 1369 SD28 1759 BIF9 E084 6E02 E739 508 JCIC ECBA D4SC 7834 FIS4 E124 1436 BS? 0616

Mognwes snanensus ceprucpxars .
20_r

Mo
omacres snexrpomsod naare "Kpanmolion CS5

mauara
83, 1 KSOOGRK, A% XXX XOO00KK
Jropy wa cppaptovnos Gesonapmera

Hanewatatb MNepeiiTn K 3anpocy YcTaHoBUTh

Haneuvaratb

Pucyrok 30. Bnank ceptudukarta kntoda nposepku Il Puncynok 31. Bnank 3anpoca Ha cepTudpmkat

[ns ycTaHOBKM BbIAAHHOrO cepTUdMKaTa HaXXMUTE KHOMKY «YCTaHOBUTLY B OKHE C BnaHkom cepTudpmkaTa.

Ecnn Ha cooTBeTCTBYIOWMIG KOHTEHEP Db YCTaHOBEH Napo/ib, BBEAUTE €0 B OTKPLIBLUEMCS] OKHE ayTeHTudbrKaLmuu
(cm. puc. 32).

Authentication - CryptoPro
CsP

Crypto-Pro GOST R 34.10-2012 KC1
CSP requests password

Remember

e

OTtmeHa OK

Pucyrok 32. Beop napons Ha focTyn K KOHTeliHepy

Mocne atoro ceptudpmkaT ByaeT yCTaHOB/EH B XpPaHUIMLLE YCTPONCTEA.
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2.8.1.7 3akpbiTve Mapkepa BpeMeHHOro ocrtyna

B cnyuae ocyuiectenerus ayteHtudpukaumm Ha Y0 ¢ nomoLbio Mapkepa BpeMeHHOro AOCTYNa MO OKOHYaHUIO
paboTel ¢ VL ero MoxxHo 3akpbiTb. st 5TOr0 HAXXMUTE Ha KHOMKY « 3aKpbiTb Mapkep» Ha NaHenu B3auMOAEiCTBMS
c YL. OTKpoeTcsi OKHO C 3anpocoM MOATBEPXKAEHUSI HA 3aKpbITe Mapkepa (cMm. puc. 33).

3akpbITe MapKep

Bbl O2WCTEUTENBHO XOTHUTE
NoOoTEEPAWTE YCTAHOBKY cepTudukaTa
W 33KPBITh MapKED EPEMEHHOr0
aoctyna?

OTmeHa OK

Pucyrok 33. lnanoroeoe okHO NOATBEPXXAEHUS 3aKPbITUSI MapKepa

B C/lydae yCnewHOro 3aKpbiTusa Mapkepa OTKPOETCA OKHO C COOTBETCTBYHOLNM COO6LLI,EHVIEM (CM. punc. 34)

Mapkep 3akpbIT

OK

Pucyrok 34. CoobueHne ob ycnelwHom 3akpbiTU MapKepa BPEMEHHOrO J0CTyna
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2.8.2 Bsaumogpgeiicteme ¢ Kpuntollpo YL, 2.0

Ons Hactpoiikm nogkntoveHnss kK YL otkpolite naHenb B3aumopgeiicteust ¢ YL un ycranosmte tun VU
«Kpuntollpo VL, 2.0». MaHens B3aumogeiicteus ¢ YL Boirnsagut cregytowmm obpasom (cm. puc. 35).

HeT cetn = 10:43 98 % (=)

¢ Hazan

Tun YU: Kpuntollpo YL, 2.0

URL YU https://testca2.cryptopro.rufui/8eb5f2fb-b5d3-e411-80bb-00155d454d12
MNpoeepATb UMS cEpBepa U
AVTEHTUGMIKALAS:

bes ayteHTMdMKaLMM v

Mo cepTudukaty

Mo TokeHy

YCTaHOBUTL KOPHEBOI cepTudmkaT
3aperucTpMpoBaTh HOBOrO NONb3OBATENA
MNpoBEepPHTbL COCTOSHWE PEMMCTRALIA
OTnpaeuTb 3anpoc Ha cepTudukaT
Mony4uTb U YCTAaHOBUTb cepTUdMKaT

3aKpbiTb Mapkep

Pucyrok 35. lNanens B3anmopeiicteust ¢ YL Kpuntollpo VL 2.0

Ons ycraHoskn agpeca YL naxmute Ha «URL VLU » un Beegute appec. Kak npasunio, agpec umeet copmaT
https://<ums cepsepa>/ui/<id nanku>. [dns gemonctpaunu pabotsl Kpuntollpo CSP ucnonb3osancs TecToBblii
VU 000 «KPUMTO-MPO>» https://testca2.cryptopro.ru/ Tuna Kpuntollpo YL 2.0.

Onums «[MpoBepaTe ums cepeepa» onpeaensiet, Tpebyerca nu npu pabote ¢ YL, npoeepsaTs cooTBeTCTBUME
agpeca YU v umenn cepeepa us ceptudpukaTa. B uensx 6e30nacHOCTU pekOMEHAYETCsl He BbIKIOYaTh 3TY OMNUMIO.

B cayyae ncnonszosanus tuna YL Kpuntollpo YL, 2.0 gocTynHbl Te Xe TuMbl ayTeHTUMKALUN NOJb30BATES
VU, 4to n B cnyyae ucnonbzosanust Kpuntollpo VL 1.5. MNMogpobHyto nHpopmaumto no HacTpoiike ayTeHTUMKaLUK
none3oBaTtens Ha YL cm. B n. 2.8.1.1.
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2.8.2.1 VYcraHoBKa KOpHeBOro cepTtucukaTa

Mepen Hauanom B3aumopeicTeua c BbibpaHHbiM YL HeobxoanMo ycTaHOBUTL ero KopHeBoli cepTudukaT B
xpaHunuwe yctpolictea. [ns yctaHoBku kopHegoro cepTudpmkata YL HaxxmuTe Ha KHOMKY «YCTaHOBUTL KOPHEBON
cepTudmkaty Ha naHenu esaumopelicteus ¢ YU, OTkpoeTca OKHO noaTBepXAeHWs YCTaHOBKU cepTudmkaTta, rae
TakXKe COfePXKUTCs oTneqaTok ceptucpukata (cm. puc. 36 un 37).

Mpumevanne. TectoBomy VYL https://testca2.cryptopro.ru/ COOTBETCTBYeT 2  KOPHEBbIX
ceptudpukata. OKHO C 3aNpoCoOM Ha YCTaHOBKY BTOPOro cepTudpmkaTa oTObpaXkaeTcsi aBTOMaTUHECKN MOCe
YCTaHOBKU MEPBOrO.

YcTaHOBKa KOPHEBOro
cepTudmkara

Bbl ABHCTEMTENLHO XOTUTE YCTAHDBWTh
KOPHEBOW cepTuhmxaT?

OTneqartox:
CCOE4DE33627EBGE301031A86C1941
FCBDEEEBF1

Oa Het

Pucyrok 36. [lnanorosoe oKHO MOATBEPXKAEHUS YCTAHOBKN MEPBOrO KOpHeBOro ceptudmkarta YL

YcTaHOBKA KOPHEBOro
cepTugumKaTa

Bbl eACTEMTENEHOD XOTUTE YCTAaHDEWTD
KOPHEeBOW cepTHdmKaT?

OTnevaTok:
24F1EEG7BE17296E955E772B483CC0
CO712DBFC7
Oa Het

Pucyrok 37. [lnanorosoe oKHO MOATBEPXKAEHUS YCTAHOBKN BTOPOro KOpHeBoro ceptudumkarta YL

B uensax be3onacHOCTM peKOMEHAyeTCs NMPOBEPUTb COOTBETCTBME OTnedaTKa cepTudumkata s cooblieHns u
oTnevatka ceptucukata BbibpaHtoro V0U. OtnevaTtok ceptudpukata VL, Heobxogumo nonyunTs 13 AOBEPEHHOrO
NCTOYHMKA.

B cny4ae ycnewHoro 3aBepLueHnsi ycTaHOBKM KOpHEBOro cepTudpukata YL oTkpoeTcsi okHO € COOTBETCTBYOLNM
coobueHnem (cm. puc. 21). AHanormyHoe oKHO OTODpPaXKaeTCst TakXXe B C/lydae MOMbITKA YCTaHOBKM cepTudumkaTa
VLI, KOTOpbI y)Ke YCTaHOBMIEH B XPaHUIMNLLE YCTPOACTBA.

Ecnu ycranoeka cepTudpkata HEBO3MOXKHA MO MPUYUHE, HAaNPpUMep, OTCYTCTBUS COEAUHEHNSI C CEPBEPOM UJIN
HEKOPPEKTHO yka3aHHoro agpeca YL, otkpoercs okHo ¢ yBegomneruem o6 ownbke (cm. puc. 22).

2.8.2.2 PerucTtpauus nonb3osaTtensa Ha YL

Ons ayteHTudpmkauumn nonbsosatens YL mMoxer 6biTb ncnonb3osaH Mapkep BpemeHHoro goctyna. Mapkep
BPEMEHHOIO AOCTYNa BbIAAETCS MOJIb30BATENO MPU ero perucrpauyuun. [ns perncrpaumm HOBOro MoJib30BaTes s
HaXXMUTE KHOMKY «3aperncTpupoBaTb HOBOro MoJib30BaTeNsi» naHenu esaumopgeiicteus ¢ YL OTkpoetcs okHo
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pernctpauyunorHoii gopmbl (cm. puc. 38). Buecute B popmy CBefeHnss O NOMb30BaTENe UM HAXKMUTE KHOMKY
«3aperncTpnpoBatb».

Het cetn = 12:12 89 % (-

< Hazan 3aperucTpupoBaTb

OO unn nceBAoHUM: tuser
DamMunns: Test
Mms M oTHecTBO: User
CTpaHa/pervaoH: Russia
Obnactb:

lopog; Moscow
Appec:

OpraHusauyus: Acme
MoppasgeneHune:

OrPH:

CHWIC:

WHH:

Anpec E-Mail: tuser@acme.ru
[OomKHOCTb WK 3BaHME:

MHuumans:

OrPHKMN:

Cnucox nonHbix MMEH DNS:

HecTpyKTypHpoBaHHoe UMs:

Mmsa yyacTHMKa:

PucyHok 38. ®opma peructpaunmn nonbsosatens YL

Ecnn BBepeHHble paHHble He BygyT cooTBeTcTBOBaTbH nonutuke uméH YL (Hanpumep, He ByayT 3anonHeHsbi
Kakue-mbo 13 obsizaTenbHbIX Nosieii nian DyAeT NpeBbIeHa MaKCUManbHas AJVHA 4715 KaKOro-nnbo nonst), oTKpoeTcst
OKHO C onucaHuem owmnbku n dopma He byaeT oTnpas/iieHa Ha PerncTpaLmio.

B cnyyae koppekTHOro 3anosHeHnst perncTpaunoHHoN hopMbl NOCE HaXKaTusl Ha KHOMKY « 3aperncTpupoBaTb»
3anpoc yiiget Ha obpaboTky. B oTkpbiBlieMcs okHe oTOBpa3uTes uHpopmauus o cocTosiHum 3anpoca, ID mapkepa un
naponb (cm. puc. 39). MoxHO aBTOMaTUYeckn HaCTPOUTL NaHenb B3aumogeiicTeus ¢ YL Ha paboTty no atomy TokeHy
u naposto. ns 3Toro B NosSIBUBLUEMCS OKHE HY>XXHO HaxaTb «[lay. B npoTtmeHOM cnyudae moxHo byaert Beectu ID
W Maposib Mapkepa no3xe Bpy4Hyto (cM. puc. 18), ans 3TOro permcTpaumoHHyto nHgopmaumio Heobxogumo byaet
3aMOMHUTL WM COXPaHUTb.
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3anpoc Ha perncTpaumio Ha
paccMOTpPEeHUHU.

3anpoc Ha PacCMOTREHHH.
CeEAXKWTECH C agMUHWCTpaTopoM VL.
ID mapkepa: tuser
Mapone: 2732051390
HMcnone3oeaTe 3TOT MapKep NpamMo
celvac?

[a Het

PucyHok 39. OkHo ¢ napameTpamm BblGaHHOMO MOJb30BATENO TOKEHA

2.8.2.3 TlpoBepka COCTOSAHUA 3anpoca Ha perucTpauuio

Cratyc 0bpaboTkn 3anpoca Ha perncTpauumio nosib30BaTeNsi MOXHO MPOBEPUTL, HaXkaB KHOMKY «[lpoBepuTs
COCTOsiHME perucTpauumy naHenn s3aumogeiicteus ¢ YL, B otkpbiBwemcs okve (cm. puc. 40) otobpassitcs
CBEAEHUSI O COCTOSIHMM PErucTpauun n UGEHTMUKATOP 3anpoca, KOTOPbIi MOXET MoHafzobuTbes npu obweHun ¢
aAMUHNCTPATOPOM LIEHTPA perncrpauuu.

CocToaHue pervcTpaumu

WMoeHTudKKaTop 2anpoca: 0
Pervctpaums ogobpeHa

OK

Puncyrok 40. OKHO NpoBepKn COCTOSIHMSI PErMCTpaLun NoJib30BaTENS

2.8.2.4 CospaHuve n oTnpaska 3anpoca Ha cepTudukaTt

[ns co3panus 3anpoca Ha cepTndurKaT HaxMuTe Ha KHonky « OTnpaBuTL 3aNpoc Ha CepTUUMKATY Ha MaHenun
B3anmogeiicteusi ¢ YL OTkpoercsi okHO co3gaHust 3anpoca Ha cepTudpmkat (cm. puc. 41).
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HeT cetn ¥ 12:35 87 % (-

{ Haszap

3anpocuTb NuuUeH3u Ha Kpuntollpo CSP
Mcnonb3oeaTk CYMTbIBATEND CMapPT KapT
BbIBEPWMTE TWM MPOBAMOEPA

Crypto-Pro GOST R 34.10-2001 KC1 CSP
BbIBEPWUTE LIABNOH

Beb-cepeep

MpoBepka NOLAMHHOCTM KNMeHTa

3almTa 3NeKTPOHHOR NOYTbI
Monb3osatens

TecToBbIl KBaNM$ULMPOBaHHBIA cepTUdUKaT nonb3oeaTens
CepTudukat wndpoeaHa

CepTudnkar ToNnbKo Nogn1cu

PucyHok 41. ®opma 3anpoca Ha cepTudmukaT

MpumeyaHue. YcTaHOBKY LOMOJHWTENbHLIX NapaMeTpoB (HanpuMmep, 3anpoc JULeH3UM uau Bolbop Tuna
npoBaiifiepa) HeOOXOANMO BbINONHATL 4O Bblbopa wabnoHa.

MNpun 3anonHeHnn dopMbl 3anpoca Ha cepTudukat asst Belbopa JOCTYMHbLI CAedytolme napaMeTphbl:

e 3anpoc nauuensun Ha Kpuntollpo CSP (nogpobree cm. pasg. 2.5) — cosgaHnme 3anpoca Ha
ceptudpmkart, cogepxawuii nuuensuto Ha Kpuntollpo CSP. MNonyyenne Takoro cepTudunkaTa BO3MOXHO, TOJILKO €C/N
YIOCTOBEPSIOLLMIA LEHTP, C KOTOpbIM Bbl paboTaeTte, noanaepxusaet 3Ty cdynkumo. Ecan agmununctpaTtop VLU wnn
nHoe ynonHomoueHHoe YL nnuo He coobwmno Bam, 4To HeobxoanMo MCnoab30BaTh 3Ty PYHKUMIO, HE UCMOJL3YTE
e€; B NpoTUBHOM cniydae Baw 3anpoc, BeposiTHo, byaeT oTkioHéH Ha VLI

® 1CNOJIb30BaHWE CHUTLIBATENS CMApPT-KapT — ONuusi akTUBHA B CJIy4ae HaINYmMsl CHUTbLIBATENS.

e TUN npoBagepa — B 3aBUCUMOCTU OT WCMOJIb3yeMblX anropntMoB DIl 1 X3WMpoBaHUS [OCTYMHbI
CnepyrolMe KpMnTonpoBaiiaepbl:

— Crypto-Pro GOST R 34.10-2001 KC1 CSP;
— Crypto-Pro GOST R 34.10-2012 KC1 CSP;
— Crypto-Pro GOST R 34.10-2012 Strong KC1 CSP.

e WabnoH — onpeaensieT HasHadeHme cepTudmKkaTa.
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Mocne HakaTusi Ha Ha3BaHMe WabNOHa OTKPOETCS OKHO BMONOrMyeckoro gartymka ciydaiinbix ducen ([JCYH)
(cm. puc. 27). [ns reHepaumu ciy4vaiiHol NoC/iefOBaTENbHOCTM HAXKMMAITE HA SKPaH YCTPONCTEa.

MNocne 3aBepenuns paboTel buonorndeckoro 4CH n reHepauuy kio4a OTKPOETCS OKHO YCTAaHOBKM Maposisi Ha
KOHTElHep 3akpbiToro kato4da (cm. puc. 28). [eaxabl BBegute naponb n HaxmnTe kHonky «OK». Ecnu octasuts
CTPOKU MYyCTLIMU, NMapoJb He ByAeT YyCTaHOBJIEH.

MNocne atoro 3anpoc byaet otnpaened B YL,
2.8.2.5 TlonyveHue n ycraHoBka cepTucukaTa

Khonka «[lonyunTtb n ycTaHoBuTbL cepTudmkaTy Ha maHenu e3aumopgeiicteus ¢ YL noseonsieT npocmoTpeTb
nepeyeHb CO3AaHHBLIX 3aMpPOCOB Ha CEpTMUKAT M UX CTaTyC, YCTAHOBUTb CEpTUMKAT, €CnM OH BbIfaH, a TaKxe
NPOCMOTPETL M pacnedaTaTb bnaHkm cepTudpmkaTa u 3anpoca Ha cepTudmkar.

[ns npocmMoTpa nepeyHsi CO3AaHHbIX 3aMPOCOB HAXXMUTE Ha KHOMKY «[lonyunts u ycTaHOBNTL cepTudmKaTs.
OtkpoeTcsi okHO «3anpocbl Ha cepTudukaty (puc. 42), roe oTobpaxkatoTcst UAEHTUUKATOPbLI, AaTbl OTMPABKN 1
0bpaboTKM, a TakxKe COCTOSAHUSI 3aMpOCOB.

HeT cetn ¥ 10:54 97 % (-
( Hazan 3anpochkl Ha cepTUduKaT
[»] LERE] LERE KOMMEHTapWi cocTosHWe

oTnpaekw  0bpaBoTkn

88fealc ;457 .57

34789 17.07 9:57 3agepwer

cdcéfdef
789-..

17.07 9:58  17.07 9:58 3aeepen
-a. T

c8cB83ed

27.07 7:54 27.07 7:54 3aBeplueH
0-7291... P

fe7419db Cratyc
734897“.17'079 36 HeM3BeCTEH

PucyHok 42. NepeyeHb 3anpocos Ha cepTudmkar

Ecnu 3anpoc Haxogutcs B cocTosiHuu 3aBepLueH, TO MpM HaXKaTuuM Ha HEro OTKPOETCs BnaHK BblAAHHOMO
ceptucpukata (puc. 43). Mo kHonke «HamevaTtaTb» MOXHO OTMpaBMTL BnaHk Ha nedatb. [ns npocmoTtpa BnaHka
3anpoca Ha cepTudukaT HaxmuTe KHonky «[lepeliT k 3anpocy». OTkpoercs bnavk 3anpoca Ha ceptudmkat (cm.
puc. 44), KOTOPbIA TaKXXe MOXKHO OTMPaBUTbL Ha MevaTb.
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HeT ceth & 13:02
( 3anpochbl Ha cepTudmkaT

Yaocronepsonumii Uentp
Ceprugmiar xiona noamien

Cresemnn o ceprupuare:

17.07.2018 12:5%.22
17102018 12:58.22

\CAF 21ED A% TE36 AIDZ £73D 1387 BB BAF1 0776
SD2C K002 1ALF DOBIY SFAC OF63 TAE 8055 261E DC 19 4680

cepruguara X.500
)

B 5£01 22 44 ea I7ea 03 35 84 10,07 2d, Mocrapuuns
HITTO-ITPO™ (VEL20)", 0="000 "' KPHITTO-
17107991, OFPH=1037700085444, Cepritnecis noep
ar

14109 be de o4 a6 ¢3 e ba.0F 32 24

ora (136.1.5.57.3.4)

e A HTIBIEITOp (omTIKH=Tau R 2A STeKTpoRHa RO

Ocnonian sepeia1, BenoMorsreruias nepens=0

01130501148 JEPAITOTD K105
e e 17 s 2018 1 12:38:22 mo 17 oxrafpn 20181, 12:58:22

vos or3ea (CRLY
cct o (CRL): Fh vononpocrposmpann lomos
Ip/163823b68e6919S 0 | Zaddeal ca0 338841907

URL-hitp: Waia/ | 63823B8CEIS V1 daddeal a3 356410072 crt

Yaocromspawmera nentpa:
e FOCT P 34.11/34,10-2001 (12.643.2.2.3)

EA F38A SCSE BOBS C75F CS9B 282D 8BBY (457 ODFY E3CA 3553 SIEF BK34 10F0 363F EDAF
310B 2D84 275E AFD9 2B71 2681 T316 C15D 46EF 4BSE EAIO SBA4 EBBF 6204 BIDK

Hanewatatb MNepeiiTn K 3anpocy

YcTaHoBnTh

84 % =¥

Her ceth = 13:03

< Hazag

na KITHONA TR TI0L30BATE1S
Vaoeronepsoutero lenrpa

TIpOILY HINOTOBHTE CEPTPHKAT OTKPHITOND KA B COOTRETCTBHI & YKAHNHBINI
HaHRMMH;
Cheaenna o sanpace na cepragunc:

1, 2.5.8.10=Acme, .54, 3=tuser, 2.5.4.4=Test, 2.5.4,42=User, 2.5.4 6=Russia,

Tanpaca un cepr s
(m..mm Ko

M arxpaaroro kawsia: TOCT P 3
| 0440 34D1 F21D 6FE9 0CAF

A2 0029 EAB2 SEAG 7978 SD2C 8903 1A mm)xw\( 0F63
Ta 301206 07 24 85 03 02 02 24 00 06 07 24 85 03 02 02

TE36 ALDZ 873D 1537 BHB BAF2 0776
F K055 261E DC 19 4650
1Ea1

i saupoca ua cepraurar X509
2114

P

3024 30 0 0 0 35 14 07 04 54 03 2 04 730 15 06 09 2b 06 01 44 01 52 37 14162 04 18 16 06 45 64
61 60 6 00

4 TOCT P 34,11/34,10-2001 (1.2643.2.2.3)

2 SFE4 TACH 3D7A FSBC 4665 FET0 ECAD FD74 0FBA 38EA A15C

Haneuvaratb

TOAC 90FA 4D10 CFBSE ASIB AE3] ED4E 6B2C DACC 2469 EB02 BFSF 8021 M4E5 0322

B84 %E=D#

Pucyrok 43. Bnank ceptudukata kntoda nposepku Il

PucyHok 44. Bnank 3anpoca Ha ceptudmkat

[ns ycTaHOBKM BbIZAHHOrO cepTudrKaTa HaXKMUTE KHOMKY « YCTaHOBUTbY» B OKHE C bGiaHkoM cepTudmkaTa.
Ecnn Ha cooTBeTCTBYIOWMIG KOHTEHEP Db YCTaHOBEH Napo/ib, BBEAUTE €0 B OTKPLIBLUEMCS] OKHE ayTeHTudbrKaLmuu
(cm. puc. 32). MNocne sToro cepTudbmkat ByaeT yCTaHOBEH B XPaHWIMLLE YCTPOWCTBA.

2.8.2.6 3akpbiTue Mapkepa BpeMeHHOro 4ocTyna

B cnyuae ocywectenenns ayteHtudbukauum Ha YL ¢ nomouwibto Mapkepa BPEMEHHOro AOCTYNa MO OKOHYaHWUIO
paboTbl ¢ VL ero MoxHO 3akpbITh. [11s1 3TOrO HaXKMUTE Ha KHOMKY « 3aKpbITb Mapkep» Ha NaHesn B3avMOAENCTBUS
¢ YL. OTkpoeTcst OKHO C 3anMpocoM MOATBEPXKAEHUSI HAa 3aKpbITe mapkepa (cMm. puc. 33).

B cnyvae ycnewHoro 3akpbiTusi Mapkepa OTKPOETCSl OKHO C COOTBETCTBYHOLMM coobuyeHnem (cm. puc. 34).
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2.8.3 Bsaumopgeiicteue c Microsoft YL

Ons Hactpoiikn nogkntodeHus k Microsoft VU oTkpolite nanens szanmogeiicteus ¢ YU n ycranosute tun YU
«Wzonnposannbiii Microsoft VL ». Manens Bsaumogeiicteus ¢ VL, Boirnsgut cnegytowmm obpasom (cm. puc. 45).

HeT cetn = 10:16 100 ¥ (=)

¢ Hazan

Tun ¥ U: nsonmposaHHblii Microsoft YL

URL YU http://testca.cryptopro.ru/certsrv

MpoBepsTb MM cepBepa U

YeTaHOBUTL KOPHEBOI cepTuduMKaT
OTnpaeuTb 3anpoc Ha cepTudukar

Mony4nTb WU YCTAHOBUTL CepTUdMKaT

PucyHok 45. MaHenb B3aumogeiictens ¢ Microsoft VL

Mocne Bbibopa Tuna VYU, seeaute B mone «URL VL» agpec uenTtpa. Kak npaBusio, oH umeet dopmat
http://<ums cepsepa>/certsrv. Ons gemonctpauum pabotsl Kpuntollpo CSP ucnonb3zosancs tecrosuiii YL, OO0
«KPUMNTO-MPO>» https://testca.cryptopro.ru/certsrv/ Tuna Microsoft VL.

Onums «[MpoBepaTe ums cepeepa» onpeaensiet, Tpebyerca nu npu pabote ¢ YL, npoeepsaTs cooTBeTCTBUME
agpeca YU v umenn cepeepa us ceptudpukaTa. B uensx 6e30nacHOCTU pekOMEHAYETCsl He BbIKIOYaTh 3TY OMNUMIO.

2.8.3.1 VYcraHoBKa kopHeBoro ceptudukara

MNepes Havanom B3aumopelicTeusi C BblbpaHHbIM YL HeobxognMo ycTaHOBWUTL €ro KOpHeBOW cepTudukaTt B
xpaHunuwe yctpoiictea. [ns yctaHoBku kopHesoro cepTudpmkata YL HaxxMuTe Ha KHOMKY «YCTaHOBUTL KOPHEBON
ceptudmkaty Ha naHenu esaumopgeiicteus ¢ VL. OTkpoeTcs oKHO MogTBEPXAEHUS YCTAHOBKU cepTudpmkarta, rge
TakXXe COLEPXKUTCs oTnevaTok ceprtudpmkata (cm. puc. 46).
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YcTaHOBKa KOPHEBOro
ceptudmkara

Bbl ABNCTEMTENEHO XOTUTE YCTAHDBWUTh
KOpHEBOW cepTUuduxkaT?
OTnevartox:
046255290BOEE1CDD1797DOABECET
FG99E36BB7F3

[a HeT

PucyHok 46. [Jnanoroeoe oKHO NOATBEPXKAEHNS YCTAaHOBKM KOpHeBoro ceptudmkata YL

B uensx 6esonacHOCTM peKOoMEHAYeTCsl MPOBEPUTbL COOTBETCTBME OTMevaTKa cepTudukata n3 coobLieHus u
oTnevatka ceptucpukata BbibpaHHoro VYU, OtnevaTtok ceptudpukaTta VL Heobxogumo nonyumTe M3 AOBEPEHHOrO
NCTOYHMKA.

B cnyyae ycnewHoro 3aBepLueHunsi ycTaHOBKN KOpHeBOro cepTudpmkaTa YL, 0TKpoeTcsi OKHO € COOTBETCTBYOLMM
coobuyenunem (cm. puc. 21). AHanormyHoe okHO O0TOBpaXkaeTCst TakXKe B C/lyHae MOMbITKM YCTAHOBKM cepTudprkaTa
VLU, KoTopblii y>e yCTaHOBJ/IEH B XpaHWUNLLE YCTPOCTBA.

Ecnu ycraHoBka cepTudmkata HEBO3MOXKHA MO MPUHUHE, HAaMPUMeEpP, OTCYTCTBUS COEAUHEHMNSI C CEPBEPOM UJIN
HEKOPPEKTHO yKasaHHoro agpeca YL, oTkpoetcsi okHo ¢ yBegomneHnem ob owmnbke (cm. puc. 22).

2.8.3.2 OrTnpaBka 3anpoca Ha cepTudukar

[ns co3panust 3anpoca Ha cepTndumkaT HaXxMuUTE Ha KHOMKY « OTNpaBuTL 3anpoc Ha CepTUUMKAT» Ha MaHenun
B3anmogeiicteusi ¢ YL OTkpoercst okHO co3gaHust 3anpoca Ha cepTudpukat (cm. puc. 47).
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HeT cetn ¥ 121 100 % (=)

{ Hazap OTnpaeuTh

LOAHHBIE MOJIb30BATENSA:

Obuwee nma: usertest
E-mail: usertest@acme.ru
OpraHuzauus: Acme
[OOoNXKHOCTb: manager

HA3HAMEHWE CEPTUDKKATA

Be6 knueHT L )
3alMTa 3NeKTPOHHON NOYTLI
Opyrue HasHavyeHus:

CHWTBIBATENb:

Mcnonb3oBaTh CYMTHIBATENb CMapT KapT

TWM MPOBAWMOEPA

Crypto-Pro GOST R 34.10-2012 KC1 CSP

Pucynok 47. ®opma 3anpoca Ha cepTudpmkaT

Mpwn 3anonHeHun dopmbl 3anpoca Ha cepTudbukat ans Boibopa AOCTYNHbI CAeaytolMe NapaMeTpbl:
e Ha3Ha4eHue cepTudukara;
® LCNOJIb30BaHWE CYUTbIBATENS CMApPT-KapT — ONUUA aKTUBHA B C/IYHae HaNYUA CHUTLIBATENS;
e TWUN npoBaiigepa — B 3aBUCUMOCTW OT WCMOJb3yeMblx anroputMoe DIl 1 X3WmpoBaHUs [OCTYMHbI
cneayoLMe KpUNTonposanaepsbl:
— Crypto-Pro GOST R 34.10-2001 KC1 CSP;
— Crypto-Pro GOST R 34.10-2012 KC1 CSP;
— Crypto-Pro GOST R 34.10-2012 Strong KC1 CSP.

Mocne HaxaTtus Ha kHonky «OTNpaBUTL» OTKPOETCS OKHO Buosiornyeckoro gaTuymka cay4aiiteix ducen (4CYH)
(cm. puc. 27). [ns reHepaumu ciy4vaiiHoli NoC/iefOBaTENbHOCTM HAXKMMATE Ha SKPaH YCTPONCTEa.

MNocne 3aBepienuns paboTel buonorndeckoro 4CH n reHepauuy kio4a OTKPOETCS OKHO YCTAaHOBKM Maposisi Ha
KOHTElHep 3akpbiToro kato4da (cm. puc. 28). [eaxgbl BBegute naponb n HaxmnTe kHonky «OK». Ecnm octasuts
CTPOKU MYyCTLIMU, NMapoJib He ByAeT yCTaHOBJIEH.

MNocne storo 3anpoc byaet otnpasnex B YLI.
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2.8.3.3 TlonyveHue n ycraHoBka cepTudcukaTa

B saBucumocTtu ot Hactpoek YLl 3anpoc Ha cepTudpukat Oymer npuHSAT aBTOMATUYECKU WM MOCTaBfEH B
ouepeab anst obpabotku agmuHuctpatopom VLI

Ecnu 3anpoc npuHsT aBTOMaTu4yeckm, ceptudnkat BygeT ckavaH 1 YCTaHOBJIEH B XPaHWINLLE HA YCTPOACTBE.

Ecnn 3anpoc noctaenen B o4vepeab, OymeT BbIBEAEHO OKHO C WAEHTUUKATOPOM 3anpoca. IJTOT HOMep
HEOBXoAMMO 3aMOMHMTL WK 3aNMcaTh M UCMONL30BaTh B JaibHelLeM.

CocTosiHue 3anpoca MOXHO Y3HaTb, HaXKaB Ha KHOMKY «[lony4unTs n yctaHoBuTb ceptudpnkaTs. B oTkpbiBlLIEMcs
okHe (cM. puc. 48) Heobxogumo BBECTU WAEHTUMKATOP 3anpoca, nosyyeHHblli paHee. Ecnanm 3anpoc opobpen
M cepTmcbukaT BbINylWeH, OH OygeT ckayaH n ycTaHoBneH B xpaHunuwe. Ecnu 3anpoc Bcé ewé HaxoguTcs Ha
paccMoTpeHum, DyaeT BbiBELEHO COOTBETCTBYHOLEE COODLLEHME.

Beegute ID zanpoca:

OTmeHa OK

Pucynok 48. OkHo BBOZA MaeHTMdMKATOpa 3anpoca Ha cepTudpmkaT
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