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1. OBLUNME YKASAHUA

1.1 dopmynsap Ha wusgenne CpeacTBo Kpuntorpaduyeckon 3awWuTbl MHGOpMaUum
"Kpuntollpo CSP", CK3MN XXTHAK.00083-01, saBnsieTcs AOKYMEHTOM, YAOCTOBEPSIOLIMM
rapaHTMpOBaHHblE M3rOTOBUTENIEM OCHOBHble Xapaktepuctnkm CK3U, onpenensiowmm KOMMNIEKT
NOCTaBKW, OTpa)kawlWMM CBeAEHMS O MPOU3BOAMMbBIX W3MEHEHUSIX B KOMIMJIEKTE MOCTaBKU WU
Apyrve AaHHble 3a BeCb Nepuoa aKkcnayataumu.

1.2 2kcnnyatauma CK3M  XKTHAW.00083-01 pgomkHa nNpoBOAUTBCS B COOTBETCTBMU  C
3KCMJlyaTauMoOHHON AOKyMEeHTauuen, npeaycMoTpeHHonW HactodwmMm dopMynsipoM, ”n B
cooTBeTCcTBUM C pasgenom V "lMonoxeHus o pa3paboTke, NpOM3BOACTBE, peanmsaumn wu
aKcnlyaTaumm  wundpoBanbHbix  (Kpuntorpaduyeckmx) CpeactB  3awunTbl  MHAOpMaUMn
(MonoxxeHne-2005)".

1.3 MNopspok obecneyeHnss nHOOpMaLMOHHOM 6e30nacHOCTM NMpu mncnonb3oBaHum CK3U
XKTAN.00083-01 onpenensieTcs pyKOBOAUTENEM 3KCMyaTUPYIOLWEN oOpraHmM3auum Ha OCHOBe
TpeboBaHuin no OpraHM3aunOHHO-TEXHUYECKNM Mepam 3alUuThI, N3/10XKEHHbIM B
3KCnJyaTaunoHHOW AoKyMeHTaumn Ha CK3WN.

1.4 Mpwn skcnnyataumn CK3U XTHAN.00083-01 Ao/mxHblI MCMoNb30BaTbCs cepTUduUKaTbl
OTKPbITbIX K/tOUel, BbiMylleHHble YA0CTOBEPSAOWMM LEHTPOM, CEPTUDULMNPOBAHHBIM MO KNaccy
3allMTbl HE HUXE KJlacca 3awnTbl ucnonbsyemoro CK3N.

1.5 Mpwu BcTpamBaHmn CK3U XTSN.00083-01 B npuknagHble cucteMbl Heo6XxoaMMO MO
TexHM4yeckoMy 3adaHuo, coriacoBaHHoMy ¢ 8 LUeHtpom ®OCB Poccun, NpoBOAUTb OLIEHKY
BNMSAHUA cpeabl dyHKuMoHnpoBaHua CK3W Ha BbiNosiHeHWe npeabsBrieHHbiX K CK3U
TpeboBaHUW B cy4dasnx:

- ecnu uHdopMauus KoHduAeHUManbHOro Xxapakrtepa, obpabaTtbiBaemas CK3U,
NoANEXMWT 3alunTe B COOTBETCTBUM C 3aKOHOAATENbCTBOM Poccuinckon depepaumu;

- MpW  oOpraHM3aunuM  3aWwuTbl  WMHPOPMaUMM  KOHMDMAEHUMANbHOro  XapakTepa,
obpabaTtbiBaemonn CK3W, B denepanbHbiX oOpraHax WCMOJHUTENbLHOM BflacTU, oOpraHax
NCMONHUTENbHOM BnacTu cybbekToB Poccuinckon degepaunn;

- Npu opraHusaumu kpuntorpaduyeckon 3sawmTbl MHPOPMaLUN KOHPUAEHUMANBHOIO
xapakTtepa, obpabaTtbiBaemon CK3W, B opraHusauusax HE3aBUCUMO OT MX OpraHuU3aLlMOHHO-
npasoBor ¢opMbl M (OpMbl COHBCTBEHHOCTM MNpPWU BbLIMOJIHEHUM MMM 3aKA30B Ha MNOCTaBKYy
TOBapOB, BbINOJIHEHWE pPaboT MM OKa3aHue yCcnyr Ans rocyAapCTBEHHbIX HYXA.

B ocTanbHbIX Cny4YasiX peKoMeHAyeTCs MpPOBOAUTb YCTAaHOB/IEHHbIM MOPSAKOM MpPOBEPKY
KoppekTHOoCTM BcTpamBaHma CK3U XTAN.00083-01 B npuknagHble CUCTEMbI C LeNblo OUEHKMU
060CHOBAHHOCTM M AOCTAaTOUYHOCTU Mep, MPUHATLIX ANS 3alWnTbl MHGOpMauun, obpabaTbiBaeMoi
CK3W.

MNpoBeaeHne OLEHKN BAUSIHUS NMPUIOXEHUI, BXOASLWMX B COCTAB OMEpaLMOHHbIX CUCTEM,
He TpebyeTcs.

MpoBeaeHne oueHkM BAUAHMA Ha CK3W npu MCNoONb30BaHWMU €ro MUCKAKYUTENBbHO B
coctaBe CK3W KpunTtollpo IPsec 1.1 He TpebyeTcs.

1.6 CK3M >XXTAM.00083-01 cooTtBeTcTBYeT "TpeboBaHMsAM K cpeacTBaM 3S1EKTPOHHOM
noanucu" (Mpukas ®CB PO ot 27 gekabpsa 2011 r. N 796) npu UCNONb30BaHWUU:

- B CUCTEMaAxX C aBTOMaTUYECKMM CO34aHUEM WU (VIJ'IVI) aBTOMaTU4yeCcKom I'IpOBGpKOVI
SJ'IeKTpOHHOM noanuncu,;

1.7 ®opmynap BXoAUT B KoMnnaekT noctaBkn CK3N XTAN.00083-01 wn ponxeH
MOCTOSSHHO XpaHUTbCA B opraHe (noapasaeneHnn), OTBETCTBEHHOM 3a akcnnyaTaumio CK3U.

1.8 Bce 3anucu, BHOCUMble B dopMynsap, AOMKHbI ObiTb 3aBepeHbl  fnuamu,
OTBETCTBEHHbIMWN 3a 3KcnyaTaumio CK3U.
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2. TPEBOBAHNA K SKCIIJTYATALUNN CK3U

Mpwu akcnnyaTaummn CK3U XTAN.00083-01 aommkHbI BbINO/HATLCA ClieaytoLme TpeboBaHus:

1.

Cpeactsamn CK3 HE OOMNYCKAETCA ob6pabaTtbiBaTb MHMOPMaLMIO, coaepallyto
CBefeHMnsl, COCTaBSOWME roCyAapCTBEHHYIO TalHY.

AOOMNYCKAETCSA ncnonb3oBaHne CK3U gnsa kpuntorpaduyeckon 3awmTbl NepPCOHanbHbIX
OAHHbIX.

KntoueBas nHdbopMaLma aBnseTcs KOHPUAEHUNANbHOM.

Cpok pencteus kntoda nposepku Ol- He 6onee 15 net nocne OKOHYaHUS CpPoOKa AENCTBUS
COOTBETCTBYIOLWeEro knaw4a JI1.

BHewHss ramMMa, uWcnosb3yemas Aansa WHULMANM3auumM COCTOsitHUS nporpaMMmHoro [CH,
ABNSeTCA KOH(PUAECHUMNANIbHOMN.

CK31 JOJIKHO MCMNo/Ib30BaThbCs co cpeacTesamum QHTMBUPYCHOW 3aluThl,
ceptudpuumposaHHbiMn ®CB Poccun. Knacc aHTUMBMPYCHbIX CPeACTB 3alumMTbl onpepensercs
ycnoBuaMu skcnnyataumm CK3W B aBTOMaTM3MpOBaHHbIX cucTeMax. B nepuoa oTcytcTBus
ceptuduumpoBaHHbix ®CB Poccnn aHTUBUPYCHBLIX CpeacTB Afs onepaumoHHOn cuctembl i0S
ponyckaeTtcs ucnonb3oBaHne CK3WM Ha paboTawowmx non ynpasneHWeM oOnepaumoHHOMN
cucteMbl i0OS ycTponcTBax 6e3 aHTUBUMPYCHbIX CPeAcCcTB, NpU YCNOBUWU 3arpy3ku nMpuioXeHUin
Ha yCTpOWCTBO, Ha KOTOPOM mncrnonb3dyetcsd CK3U, Tonbko wTaTHbIM 06pa3oMm.

PasmeweHne CK3WM B nomeweHunax, B KOTOpbIX ocyuwecTsiseTca obpaboTtka wHdopmauuu,
cojepxalleil cBeAeHWs, COCTaBAAlWME rOCyAapCTBEHHYKD TalHy, OCYLLEeCTBASETCA
YCTaHOBNEHHbIM MOPAAKOM.

Mpu akcnayaTtauum CK3U XTAN.00083-01 HeobxoauMo pykosoacTBoBaTbcs MMK3-2005.

Mpu 3kcnnyataumm CK3U XTAN.00083-01 Heob6x0AMMO BbIMOSHEHWE AENCTBYHOLWUX B
Poccuitickonn ®depepaunn TpeboBaHMit Mo 3awmTe MHGOPMaAUMK OT YTEYKM MO TEXHUYECKUM
KaHanam, B TOM uMcne, no KkaHany ceasun (Hanpumep, CTP-K).

MHcTannauma CK3UM Ha paboumx MecTax AO0/HKHA NMPoOM3BOAUTBLCS TONIbKO C AUCTPUOYTUBA,
MOJTIYYEHHOrO NO AOBEPEHHOMY KaHany.
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3. ObWNE CBEAEHUA NN OCHOBHbIE TEXHWHECKWNE OAHHbIE

3.1 CK3M XTHAWM.00083-01 npepHasHauyeHO ANa  3awWwMTbl OTKPbITOM MHGOpMauun B
MHPOPMALMOHHBIX cUcTeMax obulilero nosib3oBaHUs (BblYUCNIEHME/NPOBEPKA 3/IEKTPOHHOM
uncdpoBoi nNoannucK) M 3almTbl KOHMOUAEHUNANBHON MHDOPMaLMK, HE coaep Kallel CBeAeHUN,
COCTaB/IAOLWNX FOCYAApPCTBEHHYID TaWHy, B KOpPMOpaTMBHbIX WMHMOOPMALUMOHHbIX CUCTEMAX C
BbINOSIHEHNEM (PYHKLUNIA:

- 3allMueHHOoE XpaHEHME NOoNb30BaTE/IbCKUX KN4Yern B K/HOYEBOM KOHTeﬁHepe C
Mcnonb3oBaHNeEM LIJMCprBaHMFI, MMUTO3aLWLNTbI U BYTeHTVICI)MKaLI,MVI AocTtyna,

- wudpoBaHue, BbIYUCIEHME MMUTOBCTABKM, X3WKMpPOBaHMe, (popMupoBaHMe/npoBepka
3/1IEKTPOHHOW MOAMUCK AaHHbIX B 06/1acTax NamMsaTu;

- (opMMpoBaHME CECCUOHHbLIX KOUYEN, Ktover obMeHa U Ko4Yen co3aaHus/npoBepku
3, X MMNOPT/3KCNOPT U3/B KNOYEBOIW KOHTENHEP;

- unaeHTudmkKauusa, ayteHTudukaumns, wmdpoBaHme n MMnuTo3awnTta TLS-coeanHeHun;

- ayTeHTuduKaumsa B foMeHe Windows ¢ ucnosnb3osaHnem Kpuntollpo Winlogon;

- 3awwuTta IP-coeamHeHnin ¢ mcnonbloBaHmeMm npotokonoB Kpuntolpo IKE, Kpuntollpo
ESP;

- XpaHeHue KOoHduaeHumanbHOM wHMOpMaLMM C UCNONb30OBaHMEM WuUdpyoLwen
dannoson cucrtembl Kpuntollpo EFS.

3.2 CK3MU XTAN.00083-01 dyHKUMOHMPYET B NpOrpaMMHO-annapaTtHbIX cpeaax:

= Windows 2003/Vista/2008/7/2008R2/8/2012/8.1/2012R2/10/2016 (ia32, x64).
= Linux Standard Base ISO/IEC 23360 (ia32, x64), nporpaMMHo-annapaTHble cpeabl,
yaosneTsopstowme ctaHgapty LSB 4.x:

CentOS 4/5/6/7 (ia32, x64)
TA OC AUC dCCN Poccum (GosLinux) (x86, x64)
Red OS (x86, x64)
Fedora 23/24/25 (x86, x64)
Linpus Lite 1.3 (ia32)
Mandriva Enterprise Server 5, Business Server 1 (x86, x64)
Oracle Enterprise Linux 4/5/6/7 (ia32, x64)
Open SUSE 13.2, Leap 42 (ia32, x64)
SUSE Linux Enterprise Server 11SP4/12, Desktop 12 (x86, x64
Red Hat Enterprise Linux 4/5/6/7 (ia32, x64)
CuHTes-0OC.PC (x86, x64
Ubuntu 10.04/12.04/12.10/13.04/14.04/14.10/15.04/15.10/16.04/16.04.1/16.10
(ia32, x64)
Linux Mint 13/14/15/16/17/18 (x86, x64)
Astra Linux Special Edition (x86-64)
= ALT Linux 7 (ia32, x64);
= ROSA 2011, Enterprise Desktop X.1 (Marathon), Enterprise Linux Server (x86, x64);
=  POCA XPOM/KOBANbT/HUKE/b (x86, x64);
= Debian 7/8 (ia32, x64,MIPS);
= FreeBSD 9/10, pfSense 2.x (ia32, x64);
= Solaris 10/11 (sparc, ia32, x64);
= AIX 5/6/7 (Power PC);
= AppleiO0S 6.0/6.0.1/6.0.2/6.1/6.1.2/6.1.3/6.1.4/6.1.5/6.1.6/7.0/7.0.1/7.0.2/7.0.3/7.0.4/
7.0.5/7.0.6/7.1/7.1.1/7.1.2/8.0/8.0.1/8.0.2/8.1/8.1.1/8.1.2/8.1.3/8.2/8.3/8.4/8.4.1/9/9.
0.1/9.0.2/9.1/9.2/9.2.1/9.3/9.3.1/9.3.2/9.3.3/9.3.4/9.3.5/10 (ARM, arm64, arm7s);
= Mac0S X 10.7/10.8/10.9/10.10/10.11/10.12 (x64);
= BupTyaNbHble cpeabl
Microsoft Hyper-V Server 2008/2008R2/2012/2012R2/2016 (x64);
VMWare WorkStation 11/12 (x86-64);
VMWare Player 7/12 (x86, x64);
VMWare Sphere ESXi 5.5/6.0 (x64);
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Virtual Box 3.2/4.0/4.1/4.2/4.3/5.0/5.1 (x86, x64);
RHEV 3.4/3.5/3.6/4.0 (x64).

Mpumeyanme: Mpu akcnayataunm CK3UN HeobxoamMo yumnTbiBaThb, YTO MOPSAOK M CPOKM 3KCMayaTauum
onepauMoHHbIX CUCTEM, B cpene KOTopbiX GyHKkunoHupyeT CK3U, onpeaenstoTcsa Npon3BOAUTENSMMU
onepaLMOHHbIX CUCTEM.

3.3 ANropuTt™M 3almncpoBaHMs/pacluMdpoBaHns AaHHbIX W BbIYUCIIEHME MMUTOBCTABKM
peanmsoBaH B cooTtBetctBuMm c [OCT 28147-89 "CUCTEMbl OBPABOTKW WNHOOPMALNN.
SALWLNTA KPUNTOTPAOUYHECKASA".

3.4 Anroput™M ¢dopMnpoBaHms U nposepku DU peann3oBaH B COOTBETCTBUU C
FOCT P 34.10-2001. "MH®OPMALIMOHHAA TEXHOMOIMNA. KPI/II'ITOFPA(DI/I‘-{EC\I‘(AFI 3ALL|,I/IT€\
NMHOOPMALUWMWN. TMPOLUECCbI ®OPMUWPOBAHUA W TMPOBEPKWN 3SJIEKTPOHHOW UW®POBOU
nogrnncm".

Ncnonb3oBaHue cxembl nognucu NOCT P 34.10-2001 ana ¢dopMupoBaHmMsa nNognmcu nocrne
31 pekabpsa 2018 roga He gonyckaeTcs.

3.5 ANroput™M BbIpaboTKM 3HAUYEHUs X3W-PYHKUMN peanu3oBaH B COOTBETCTBUMU C
FOCT P 34.11-94 "MHOOPMAUWMOHHAA TEXHOJNIOIMA. KPUNTOIMPA®UNYECKAA  3ALLUTA
MHOOPMALIMN. OYHKLUNA XSLWNPOBAHNA".

3.6 CeteBas ayTeHTuduKaumsa peannsoBaHa Ha 6ase npotokona TLS v.1.0 (RFC 2246) c
ncnosb3oBaHneMm anropmtmos n.n. 3.3 -3.5.

3.7 KnioueBasa cucrtema CK3UN XTAN.00083-01 obecneumBaeT BO3MOXHOCTb MapHO-
BblIOOpPOYHON CBS3M aboHeHTOB ceTu (No Tuny "KaxAabin C KaxAabiM") C MCNOSIb30BaHMEM ANnS
Ka)xaol napbl abOHEHTOB YHMKasbHbIX K/OYeil, Co3aBaeMblX Ha OCHOBE MPUHLUMUMA OTKPbITOro
pacrnpeaenenmns Kiouen.

3.8 ®opMupoBaHuMe 3aKpbITbIX KOYEN MPOU3BOANTCS Ha TUMNbI HOCUTENEN:

Hocutenn/0OC Windows Windows Linux FreeBSD Solaris AIX Mac 0S Apple
IA32 x64 X i0S
rMAa 3,5”, USB ancku + + + + + - + -
eToken, Jacarta + + + - - - - +
CmapTtkapTtbl PUK + - + - - - - -
CmapTkapTta Y2K + + + - - - +
CmapTtkapTtbl Ockap, + + + - - - +
Maructpa
CmapTtkapTta MS_KEY K + + - - - - _
Rutoken, Rutoken SD + + + - - - + +
ESMART Token + + + - - - + -
CmapTtkapTbl Athena + + - - - - - -
IDProtect, INPASPOT,
MorphoKST, Cha cardOS,
Cha JCOP, MPCOS-Gemalto
Paspen HDD M3BM + + + + + + + +
(B Windows -peecTp)
NaeHtndurkaTtopsl Touch- + - - - - - - -
Memory DS1995, DS1996
MpuMeyaHus: 1. JonyckaeTcs XpaHeHue 3akpbITbiX kntoven Ha HDD M3BM (B peectpe OC Windows, B pasaene

HDD npu pabote noa ynpasneHuem apyrux OC) npu ycnoBum pacrnpoctpaHeHuss Ha HDD wnu Ha
M3BM c HDD Tpe6oBaHu1i No ob6palleHnto C KI4YeBbIMU HOCUTENSIMUI;

2. Bce BbilwlenepeyncrieHHble HOCUTENM AO/MKHbI UCNOMb30BATbCA TOIbKO KaK XpaHuaulie Ko4eBon
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nHpopmaumm;

3. Ucnonb3oBaHue HocuTenen Apyrux TMNOB - TOSIbKO MO cornacosaHuto ¢ ®Cb Poccum.

3.9 ®opmMmupoBaHue 3aKpbITbIX KJo4en npon3BOANTCA C MCMNO/1b30BaHNEM
cneayuwmx TMNOB CYMUTbIBATENEN:

CuntbiBaTtenn/0C Windows Windows Linux FreeBSD Solaris AIX Mac OS Apple
IA32 x64 X ios

HOuckosoa/USB anckosos + + + + + - + -

PS/SC coBmecTuUMbI + + + - + - - +

CUMUTbIBATENb CMapT-KapT

MAK 3awmTtbl oT HC[ + - - - - - - -
"Cobonb" YBAJ.00300-58-01TY;

MAK 3awmTtbl oT HC[ + - - - - - - -
"Akkopa-AMA3",
4012-006-11443195-2005 TY.

YCTponcTBo uteHmns Tabnetok + - - - - - - -
Touch-Memory Dallas:
DS9097E, DS9097U, DS1410E

Pazgen, peectp HDD M2BM + + + + + + + -

YctpoicTteo Apple iOS - - - - - - - +
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3.10 dopMupoBaHue cry4variHoli nocienoBaTe/IbHOCTM NPON3BOANTCS
C ncnonb3oBaHmeM cneayrwowmx tunos ACH:

Ac4/0C Windows Windows Linux FreeBSD Solaris AIX Mac os Apple iI0S
IA32 x64 X

Buonornyeckuin ACH + + + + + + + +

dusnyecknin ACH B coctaBe + - + - - - - -

MAK 3awmntbl oT HCA
"Cobonb" YBA/.00300-58-01 TY
nnn

RU.40308570.501410.001 NncC

®dusmnyeckmin ACY B cocTtase + - - - - - - -
MAK 3awuTel oT HCA
"Akkopa-AMA3",
4012-006-11443195-2005 TY

®dusnyeckunii CH B cocTtase + + + - - - - -
MAK 3awmTtbl oT HC/[,
ANMA3-Y,
KPUMNTOH-3AMOK/Y, M-526b
KBAX.468243.067 TY

BHelwHasa raMma + + + + + + + -

MpumMeuaHme: Nicnonb3oBaHue ApyrMx ceptndumumpoBaHHbiX TMnoB ACYH - Tonbko no cornacosaHuto ¢ ®Cb Poccum.

3.11 CK3U XTAN.00083-01 nocTtaensieTcsa B TpeX UCMOSHEHUSX, OTJIMYAOWMXCS
K/1laCCoM 3alunTbl M NpenocTaBAseMbIMM yCiyramm no 3awute nHpopmaumu.
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4, KOMIJIEKTHOCTb

KoMmnnekrauma mcnosHeuusn 1

HavnMmeHoBaHue

0O603HaueHue

KpunTtolpo CSP. Ba3oBble Mmoaynu.

XTAM.00083-01 99 01

Kpuntolpo CSP. OnucaHune peanusaumu.

XTAKM.00083-01 90 01

Kpuntolpo CSP. PykoBoacTBo aaMunHucTpatopa 6e3onacHoctn. Obwasa yacTb.

XTAM.00083-01 90 02

Kpuntolpo CSP. PykoBoacTBo aaMmnHUCTpaTtopa 6e3onacHocTy.
Mcnonb3osaHne CK3W noa ynpasneHnem OC Windows .

XTAM.00083-01 90 02-01

Kpuntolpo CSP. PykoBoacTBO agMUHUCTpaTopa 6e30nacHoCTy.
Mcnonb3oBaHne CK3U noa ynpasneHnem OC Linux.

XTAKN.00083-01 90 02-02

KpunTtolpo CSP. PykoBoacTBo aaMmnHUcTpaTtopa 6e3onacHocTy.
Mcnonb3osaHme CK3W nog ynpasnexnnem OC FreeBSD.

XTAM.00083-01 90 02-03

KpunTtolpo CSP. PykoBoacTBo aaMmnHUcTpaTopa 6e30nacHoCTy.
Mcnonb3oBaHne CK3WM nog ynpasnenmnem OC Solaris.

XTAKN.00083-01 90 02-04

KpunTtolpo CSP. PykoBoacTBo aaMmnHuUcTpaTtopa 6e3onacHocTy.
Mcnonb3oBaHme CK3W nog ynpasnexnnem OC AIX.

XTAM.00083-01 90 02-05

Kpuntolpo CSP. PykoBoacTBo aaMmnHucTpaTopa 6e3onacHocTy.
Mcnonb3oBaHue CK3U noa ynpasneHmem OC Mac OS X

XTAKN.00083-01 90 02-06

Kpuntolpo CSP. PykoBoacTBo aaMunHuMcTpaTtopa 6e3onacHocTy.
Mcnonb3oBaHue CK3U noa ynpasnenHmem OC iOS

XTAKM.00083-01 90 02-07

Kpuntolpo CSP. PykoBoacTBo aaMmMHUcTpaTopa 6e30nacHoCTy.
Mcnonb3oBaHne CK3U B BUpPTYasibHbIX cpefax.

XTAKN.00083-01 90 02-09

KpunTtolpo CSP. NHcTpykumsi no ucnons3osaHnio CK3W noa ynpasneHmem OC
Windows.

XT4AK1.00083-01 90 03

KpunTolpo CSP. UHcTpykumsa no ucnons3osaHunio CK3W noa ynpasneHnem OC iOS

XTAK1.00083-01 90 03-01

KpunTolpo CSP. PykoBoACTBO NporpaMMumcTa.

XTAK1.00083-01 90 05

KpunTollpo EFS. ®opmynsp.

XTAK1.00051-01 30 03

CK3W KpunTollpo CSP v.3.9. ®opmynsap.

XTAK1.00083-01 30 01

Ceptudukat CK3U (konus).

KoMnnekraumsa McnosiHeHus 2

HanmeHoBaHue

0O603HaueHue

Kpuntolpo CSP. Basosbie moaynu.

XTAK1.00083-01 99 01

CpeacTBo 3aluTbl OT HECAHKLUMOHMPOBAHHOMO A0CTYyNa

CM. MNpumMeyaHue n. 2

Kpuntolpo CSP. OnucaHune peanusaumu.

XTAK1.00083-01 90 01

KpunTtolpo CSP. PykoBoacTBo aaMmnHucTpaTopa 6e3onacHoct. Obwas 4acTb.

XTAK1.00083-01 90 02

KpunTtolpo CSP. PykoBoacTBo aaMMHUCTpaTopa 6e30nacHoCTy.
Ucnonb3oBaHne CK3W noa ynpasneHnem OC Windows .

XT5AK1.00083-01 90 02-01

Kpuntolpo CSP. PykoBoacTBo agMnHUCTpaTtopa 6e3onacHocTy.
Mcnonb3osaHne CK3W noa ynpasneHmem OC Linux.

XTAK1.00083-01 90 02-02

KpunTtolpo CSP. PykoBoacTBo aaMMHUCTpaTopa 6e30nacHoCTy.
Mcnonb3oBaHue CK3U noa ynpasneHmnem OC FreeBSD.

XT5K1.00083-01 90 02-03

Kpuntolpo CSP. PykoBoacTBOo aaMnHUCTpaTopa 6e3onacHoCcTy.
Ncnonb3osaHne CK3U nog ynpasneHuem OC Solaris.

XT5AK1.00083-01 90 02-04

KpunTtolpo CSP. PykoBoacTBo aaMMHUCTpaTopa 6e30nacHoCTy.
Mcnonb3oBaHme CK3U noa ynpasneHnem OC AIX.

XT5K1.00083-01 90 02-05

Kpuntolpo CSP. VHcTpyKums no ucnonb3osaHmio CK3U nog ynpasneHnem OC

XT5K1.00083-01 90 03
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HavnMmeHoBaHue

0O603HaueHue

Windows.

Kpuntolpo CSP. APM BbipaboTKM BHELWHEN raMMbl

XTAM.00083-01 90 04

Kpuntolpo CSP. PykoBoacTBO nNporpaMMmumcTa.

XTAM.00083-01 90 05

Kpuntolpo EFS. ®opmynsp.

XTAM.00051-01 30 03

CK3WM KpunTolpo CSP v.3.9. ®opmynsap.

XTAKM.00083-01 30 01

Ceptudumkat CK3U (konus).

Komnnekrauma mcnosHeHumna 3

HanMmeHoBaHue

0O603HauyeHue

Kpuntolpo CSP. Basosbie moaynu.

XTAK1.00083-01 99 01

CpeAcTBo 3aWmThl OT HECAHKLMOHMPOBAHHOIo AOCTyNa

CM. MNpumMeyaHue n. 2

CK3W KpunTollpo CSP v.3.9. OnuncaHune peanusaumu

XTAK1.00083-01 90 01

Kpuntolpo CSP. PykoBoacTBo aaMmnHucTpatopa 6e3onacHoctv. Obwas yacTb.

XTAK1.00083-01 90 02

Kpuntolpo CSP. PykoBoacTBo aaMmMHUCTpaTopa 6e30nacHoCTy.
Wcnonb3oBaHne CK3W noa ynpasneHnem OC Windows .

XTAK1.00083-01 90 02-01

Kpuntolpo CSP. PykoBoacTBo aaMmnHucTpaTtopa 6e3onacHocTy.
Mcnonb3oBaHue CK3U knacca 3awuntbl KC3 nog ynpaeneHvem OC Windows .

XTAKM.00083-01 90 02-08

CK3W Kpuntolpo CSP v.3.6.1. UHCTpYyKUMS MO UCMONb30BaHUIO MoA
ynpasneHmeM OC Windows.

XT5K1.00083-01 90 03

Kpuntolpo CSP. PykoBoacTBO nNporpaMMmumcTa.

XT4AKM.00083-01 90 05

KpunTtolpo CSP. APM BbipaboTKM BHELUHEN raMMbl

XTAM.00083-01 90 04

KpunTtolpo EFS. ®opmynsp.

XT4AM.00051-01 30 03

CK3U Kpuntolpo CSP v.3.9. ®opmynsap.

XT4AM.00083-01 30 01

CK3WU KpunTolpo IPsec v. 1.1. ®opmynsp.

XTAM.00086-01 30 01

Secure Pack Rus Bepcus 3.0. ®opmynsp.

EAPM.5090005.032-01 30 01

Ceptudumkat CK3U (konus).

MpumMeyaHus:
yKasaHHbIX B n. 3.2.

NcnonHeHne 2 (ypoBeHb 3awnTbl KC2) PyHKLUMOHUPYIOT B MPOrpaMMHO-anmnapaTHbIX cpeaax,

1. WcnonHeHue 1 (ypoBeHb 3awmTbl KC1) yHKUMOHUPYET B NpOrpamMMHoO-annapaTHbIX cpeaax,

yKa3aHHbIX B M. 3.2, 3a ucknoveHnem Apple iOS (ARM), Mac OS X (x64) n nnatdopmbl MIPS.

WcnonHeHune 3 (ypoBeHb 3awmnTbl KC3) dhyHKUMOHMPYET B MPOrpaMMHO-annapaTHbIX cpeaax:

- OC Windows 2003/7/2008R2/8/2012/8.1/2012R2/10/2016 (ia32, x64);

- NMakeT Secure Pack Rus Bepcun 3.0.

CK3WU KpunTolpo IPsec v. 1.1 4O/MKHO MMETb AENCTBYHOLWMNI cepTudnKaT COOTBETCTBUS

(nonoxutenbHoe 3akntoyeHune) ®Ch Poccuu.

2. B kauectBe cpeacTBa 3alMTbl OT HECAHKUMOHUPOBAHHOMO AOCTyna ncnonb3dyercs MporpaMmHo-

annapaTtHbIM KOMMNeKC ¢ hU3M4ecknM AaTUMKOM cnydvanHbix ymucen "Cobonb" YBAJ1.00300-58-01

TY wnn RU.40308570.501410.001 MC.

AnnapaTHO-NporpaMMHbIA MOAYJb AOBEPEHHOM 3arpy3kn yHuBepcanbHbli M-5266

KPUMNTOH-3AMOK/Y KBXX.468243.067 TY

B nporpammHo-annapaTHbix cpeaax ¢ OC Windows MoXeT Mcnonib3oBaTbCs Takxe MNporpaMMHo-
annapaTtHoe cpeactso "Akkopa-AMA3" 4012-006-11443195-2005 TY.

MocTaBka - Mo CornacoBaHuIO C NONb30BATENEM.

3. KoMnnekT AoKyMeHTaumu npegHasHaydeH agMMHUCTpaTopaM 6e3onacHocTu U paspaboTuvkam

NpUKNagHoro nporpamMMHoro obecneyenus, ncnonbayowero CK3u.

10
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4. MNMporpaMMHoe obecrneyeHne U 4OKyMeHTaums ana Bcex ucnonHeHmn CK3M nocraensercs eanHbIM
ANCTpMbyTUBOM B 3/1EKTPOHHOM Buae B cdhopmate PDF (Adobe Acrobat Reader) Ha CD-ROM,
dopMmynsap n konus cepTudmkaTa, 3asepeHHas 000 "KPUMTO-MPO", - B neyaTHOM BUuAe.

5. Ncnonb3oBaHne BapuaHTa ncrnonHeHus CK3M B KOHKpeTHOM NporpaMMHoO-annapaTHON cpeae
OorpaHM4YMBaeTCs NNLEH3NEN.

6. Mcnonb3oBaHue Moaynen IPSec ocywecTBAsSET 3aWNUTY MHGMOPMALIMM NPU BbIXOAE B KaHan CBA3W.

YKaszaHHble MOAYN MOTYT 6biTb MCMNOJIb30BaHbI TOMILKO Mpu paspabotke CK3M B COOTBETCTBUM C
MK3-2005.

11
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5. AMMAPATHO-IMPOIrPAMMHOE CPEACTBO 3ALWNTBI OT HCA

N3penue "Kpuntolpo CSP", XXTAN.00083-01, BapnaHT UCMOJSIHEHNS __ YKOMIJIEKTOBAHO
annapaTHO-NMporpaMMHbIM  CPeACTBOM  3alMTbl  MH@OpMauMm OT HeCaHKUMOHMPOBAHHOIO
Aoctyna.

HanmeHoBaHue cpeactea, TY CepuiiHbliA HOMep, AaTa BbiMycka

M.T1. naBHbIn nHxeHep OO0 "KPUMTO-MPO"

12
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6. CBUOETEJIbCTBO O NMPUEMKE

N3penue "Kpuntolpo CSP", XXTAN.00083-01,

cepuiiHbin N auctpnbyTuBa

HocuUTEenwu:
O CD-ROM wT.

COOTBETCTBYET 3TaJIoHy, XpaHsuwemycas B OO0 "KPUMTO-MPO", M npusHaHO roAHbIM Ans
aKCnJyaTauum.

[ata Bbinycka: " " 20 r.

M.. FnaBHbIN nHXeHep OO0 "KPUATO-MPO"
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7. CBUOETENBCTBO OB YINAKOBKE

N3penue "Kpuntolpo CSP", XXTAN.00083-01,

cepuiiHbin N auctpnbyTuBa

yrnakKoBaHo B
O 6yMaXkHbI1 KOHBEPT
O kopobky
O nnacTUKOBbIA KOHBEPT
O

JaTta ynakoBku: " " 20 r.

YnakoBKYy Npoun3Bers

14
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8. TAPAHTUN U3TOTOBUTEJTIA (MOCTABLLUUKA)

8.1 Monb3osaTenb an06peTaeT mn3pgenne n HeCeET OTBETCTBEHHOCTb 3a €ro UcCnoJsib30BaHME B
COOTBETCTBUN C peEKOMEHAALUNAMU, USJTOXXEHHbIMAU B 3KCHﬂyaTaLlMOHHOﬁ AOKyMeHTauunn.

8.2 MMpeanpusiTUe-U3roToBUTENb rapaHTUpyeT paboToCnoCco6HOCTb U3Aennsi B COOTBETCTBUMU C
3a8B/IEHHbIMU XapaKTEPUCTUKAMM.

8.3 B cny4dae BbIIBNEHMA B MNPOrpamMmMHOM obecneyeHunn ,CI,eCDEKTOB, HE CBA3aHHbIX C
HapyweHuneM npaBun 3Kcnayataunn, TPaHCOOPTUPOBaAHUA W XpaHEHUA, U3AENNE MNOANEXUT
peknamauunun. lNpeanpusatTne-msroToBUTENb 06;|3yeTc;| no nonyyvyeHmm pexknamMmaunun B BO3MOXHO
KOpOTKMVI CPOK YCTpPaHWUTb ,U,ereKTbI CBOMMK CnnaMm n CcpeacrtesaMmn BnJ1IoTb 40 NOCTaBKM HOBOIO
n3aennd, a Takxe npuHATb Mepbl, NCKTIOYalWNMe 3T Ll,e(beKTbI B nocnenyruwmnx aKksemnngapax
n3aennd.

8.4 [apaHTUiHbLIN CpoK m3gennsa — 12 MmecsiueB C MOMEHTa MOCTaBKU Npu ycnosum cobntogeHms
nosib3oBaTtenem TpeboBaHMI 3KCMyaTauMOHHOMN AOKYMEHTAUUMN Ha U34enme.

MpumeyaHme. TpuM OTCYTCTBMM [AaHHbIX O AaTe MOCTaBKU wM34enusl rapaHTURHbIA CpOK
oTCUMTbIBaeTCa OT AaTbl €ro BbiyCKa, YKas3aHHOW B pasgene 6
"CBnaetenbCcTBo 0 npuemke"

8.5 [aHHble 0 nocTaBke (NpoAaxe) u3aenus:

(HauMeHoBaHWe opraHusaumu-nocTaswmka (Npoaasua) nlgenms)

n n

[aTa nocraBku:

M.T.

(noanwucsb)
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9. CBEAEHWNA O PEKJTAMALUNAX

9.1 Peknamauum, CBA3adHHbIE C 3KcnnyaTaumel71 n3anenud, AOOJIKHDbI HanpaBnATbCA
npeanpunaTnio-m3rotoBnuTeNo B NMCbMEHHOM BUAE NO agpecy:

127018 r. MockBa, a/sa KPUMTO-IMPO.
9.2 Cpok paccMoTpeHus peknamaumm — 1 (oAMH) Mecsu Co AHS NOJIyYeHUs peKnamaumu.

9.3 lpn HECOOTBETCTBUM MOCTAB/ISIEMOr0 W3AeNMsl, €ro Tapbl, YMakKoOBKW, KOHCepBauuW,
MapKMPOBKM M KOMMJIEKTHOCTM TpeboBaHWSAM COMPOBOAMTENbHON [OKYMEHTALUWM, NoSib30BaTeNb
0643aH HanpaBUTb peKfaMauuio NpeanpuUsTUIO-U3rOTOBUTEND B TedeHunM 60 aHel co AHSA
NoCTaBKW U3AENUS.

9.4 [lpeanpuaTne-nsroToBuTeb MNPUHUMAET peksamauunto, ecam He YCTaHOBJ/IeHa BMHA
nony4daTtens B BO3HWKHOBEHUN AedeKTa B Usgenmu.

9.5 CseneHus o peknamaumnax dukcnpyroTcsa B Tabnuue 1.

Ta6bnuua 1
DaTa CoaepaHue peknamauum Mepbl, NpUHATbIE Moanuck
no peknamaumm OTBETCTBEHHOIO
nvua

16
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10. CBEAEHWA O XPAHEHWW

[laTa ycTaHOBKM Ha
XpaHeHue

[aTa cHATuA ¢
XpaHeHus

YcnoBusa xpaHeHus

[onxXkHoCTb, pamunns
M NOANWUCH OTB. NMua
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11. CBEAEHWA O 3AKPEMNEHNN U3OENTNA TTPU SKCINAYATALUNN

[JonKHOCTb
OTBETCTBEHHOIO
nvua

damunnna
OTBETCTBEHHOIO
nmua

Homep un pata
npukasa o
HasHayeHun

Homep v pata
npvkasa o6
ocBoboxaeHnn

Moanuce
OTBETCTBEHHOIo
nmua
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LOMKHOCTD, Moanucb nuua,
aMuUIna m OTBETCTBEHHOr0
N° OcHoBaHue (Bx. N2 [aTta CoaepxaHue naMeHeHus nocgnMCb ua 33
n/n | COMPOBOAWTENbHON | NPOBEAEHMA OTBETCTBEHHOTO 3KCMayaTaLumio
0 AOKYMEeHTa U M3MeHeHus 33 M3MeHeHUs nsgenus
aaTta)
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13. OCOBbIE OTMETKW

20
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