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AHHOTaUuA

HacTtoswee PykoBoacTtBo AononHseT AokyMeHT «XKTAN.00050-03 90 02. Kpuntollpo CSP.
PykoBoacTBo aaMuHUCTpaTopa 6e3onacHocTn. O6wasa 4yacTb» Npu MCNOMb30BAHUM UCMONHEHUN 3 - 5
(knacc 3awmTbl KC3) CK3U XTAN.00050-03 nog ynpaBneHneM onepaumoHHbix cuctem Windows
2000/XP/2003.

NHCTpYKUMN agMuMHUCTpaTopamM 6e30nacHOCTM M MoJib30BaTeNAM Pa3fIMYHbIX aBTOMATU3NPOBAHHbIX
cucteMm, ncnones3sytowmx CK3M Kpuntollpo CSP, gonxHbl pa3pabaTbiBaTbCs C YYETOM TpeboBaHMin
HacTosLlero AOKyMeHTa.

Cnmncok cokpalleHunmn

APM ABTOMaTM3MpoBaHHOe paboyee MecTo

™M TMO6KMIM MarHUTHbLIN AUCK

afer JaTunk cny4darHbix ymucen

HDD XXecTkun MarHUTHbIN AUCK

HCA HecaHKUMOHNPOBAHHbLIA A0CTYN

ocC OnepaumnoHHas cuctema

MK3Kn Moacucrtema kpunTorpadumyeckon 3awmTbl MHpoOpMauumn
no lMporpamMmmHoe obecneyeHne

PernamenT COBOKYMHOCTb MHCTPYKUWNI U APYrOM perfiaMeHTUpYoLLen

[lOKyMeHTaumu, obecneuymsatollen dyHKLNOHUPOBaHME
aBTOMATU3MPOBAHHOM CUCTEMbI BO BCEX PEXMMAX.

CepTtudukaTr DNeKTPOHHbIA AOKYMEHT, NOATBEPXAAIOLWMA NPUHAANEXHOCTb
OTKPbITOrO K/1H04a MJIN K/1t0Ha rMPOBEPKMN 3IEKTPOHHOM MoAMNCHU W
onpeaeneHHblX atpubyToB KOHKPETHOMY aboHeHTYy

CepTudukaums Mpouecc n3roToBneHna cepTugukaTa oTKpbITOro kintova aboHeHTa
B LeHTpe cepTudurKaunm

CK3u CpeactBo kpunTorpadunyeckon 3awmTbl MHpopMauum
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1. OCHOBHble TEXHUYECKNE AaHHbIE N XapaKTEePUCTUKU
ncnonHeHnm 3 — 5 CK3U

1.1. lMporpamMMHoO-annapaTHble cpeibl PYHKLMOHNPOBAHUS

NcnonHeHnne 3 CK3U dyHKUNMOHUPYLT B NporpaMMHO-anmnapaTHbIX cpeaax:

- Windows 2003 (ia32, x64) c NakeTtom Secure Pack Rus, Bepcus 3.0.
NcnonHeHnne 4 CK3U dpyHKUMOHMPYLT B NporpaMMHo-annapaTHbiX cpeaax:

- Windows 2003/7/2008R2 (ia32, x64) c lNakeToM Secure Pack Rus, sepcus 3.0.
NcnonHeHne 5 CK3U pyHKUMOHMPYET B NporpaMMHo-anmnapaTHbIX cpeaax:

- Windows 2000 (ia32), C3W Secret Net 6;

- Windows 2003 (ia32, x64), C3U Secret Net 6.

B OC Windows 2000 npu ncnonb3osaHmu CK3UN XTAN.00050-03 pgonkHa 6biTb Npon3BeneHa
yCTaHOBKa C/ieAyloLlWmnx naketos o6HOBMEHWNA:

1. Service Pack 4
2. Microsoft Security Bulletin MS02-050. Certificate Validation Flaw Could Enable
Identity Spoofing (Q328145). September 09, 2002.
Joctyn no agpecy:
http://www.microsoft.com/technet/security/bulletin/MS02-050.mspx
B OC Windows 2003 ponxHa 6bITb Npon3BedeHa ycTaHOBKa naketa obHosneHun Service Pack 1.

Co CpOKaMu aKcnayaTaunMm yKasaHHbIX onepaunoHHbIX CUCTEM MOXXHO O3HAKOMUTLCA MO agpecy:
http://support.microsoft.com/gp/lifeselect.

1.2. UcnonHeHunsa CK3W knacca 3awmntbl KC3

CK3U XTAKN.00050-03 no knaccy 3awntbl KC3 ncnonb3yetcs B UCNOSHEHUSAX:

UcnonHeHme 3 knacca 3awntbl KC3. dyHKUMOHUPYET B NporpamMMHo-annapaTHbix cpegax Windows 2003
(ia32, x64) c nakeTtoM Secure Pack Rus Bepcus 3.0. MMeeT B cBOEM cocTaBe MOAYb WNpYOLLEN
dannoson cucrtembl Kpuntollpo EFS.

UcnonHeHume 4 knacca 3awntbl KC3. dyHKUMOHUPYET B NporpamMMHo-annapaTtHbix cpegax Windows
2003/7/2008R2 (ia32, x64) c nakeToM Secure Pack Rus Bepcus 3.0. iMmeeT B cBOEM COCTaBe MOAY/1b
wndpytowen darnoson cuctemol Kpuntollpo EFS n moaynb npotokonos Kpuntollpo IPSec.

UcnonHeHune 5 knacca 3awmntbl KC3. pyHKLUMOHMPYET B NporpaMMHo-annapaTtHbix cpegax Windows 2000

(ia32), Windows 2003 (ia32, x64) c nporpaMMHbIiM ob6crneveHnem C3U Secret Net 6. MimeeT B cBOEM
cocTtaBe Moaynb Wwndgpytowen gannosoi cuctemol Kpuntollpo EFS.


http://www.microsoft.com/technet/security/bulletin/MS02-050.mspx
http://support.microsoft.com/gp/lifeselect
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1.3. KnwuyeBble HOCUTEenmu

Hocntenn/0OC Windows IA32 Windows x64 | Windows IA64
rMAa 3,5”, USB ancku + + +

eToken + + -

CmapTkapTbl PUK + - -

CmapTkapTta Y2K + + -

CmapTtkapTtbl Ockap, + -

MarucTpa

Rutoken + + -

CmapTkapTbl Athena + + -

IDProtect, INPASPOT, Cha
cardOS, Cha JCOP,
Jacarta, ESMART Token

Pazpen HDD NM2BM + + +
(B Windows -peecTtp)

NaoeHTudpunkatopbl Touch- + - -
Memory DS1995, DS1996

MpumeuaHue 1. Bo nsbexaHne notepu 3anmcaHHon Ha HDD kntoueBon nHdopmauum npum
nospexaeHnn HDD pekoMeHAYyeTCs XpaHWUTb ee KOMUIo Ha K/Io4YeBOW ANCKETe.

MpumeyaHune 2. HCTannaTop ANa KAOYEBbIX HOCUTENEN, AOCTYMHbIX MO YMONYaHUIO,
yCTaHaBAMBaeT BCE CYMTbIBATENIN CMApTKapT U BCE ANCKOBOAbI CbEMHbIX AUCKOB.
JononHuTenbHoe nporpamMmmMHoe obecneyeHne, Heo6xoAMMOe ANS UCMOJIb30BaHUS APYTrnX
YCTPOWCTB XpaHeHUs Ko4eBon NHdopMaumm, Takxe yCTaHaBAMBAETCH UHCTANITOPOM.

an) JobaBnTb ycTpoicTBa, He BXoAsiMne B coctaB Anctpmbytnsa Kpuntollpo CSP, HeBO3MOXHO.
Mpumeuanume 3. [1na Toro, 4tobbl BO BpeMs ncnonb3osaHusa MAK Akkopa-AMA3 kak
kntoyeBoro Hocutens CK3W, oH ocTaBancs NpUroAaHbiM 1 ANs naeHTUdUKaumMm nonb3oBaTens
npu 3arpyske KomnbtoTepa, Heobxoanmo B okHe csoicTts [MAK Bo Bce nons nepsoro cronbua
3aHEeCTW KOHCTaHTy 64. [JOCTyn K OKHY CBOMCTB K/1l04EBOro HOCUTeNs NoapobHO onucaH B

[okyMeHTauum «XKTANW.00050-03 90 03.KpunTtolpo CSP. NHCTpyKUUS MO UCMOIb30BaHNIO» .

2. CocTaB M Ha3HayeHMe KOMMNOHEHT NPOrpamMMHOro
obecneveHna CK31 B OC Windows

CK3M XTAN.00050-03 B ncnonHeHnax no knaccy 3awutbl KC3 B onepaunoHHbixX cpeaax Windows
MCNoMb3yeT cneaytowmne KOMNOHEHTbINOC/IeAHEro:

1. CepBucHble MOaynu;

2. Moaynun HacTpomKn BCTPOEHHOW MOACUCTEMbI KpUnTorpadunyeckon 3awmThbl
nHdopmauum (MK3U) OC Microsoft Windows;

3. Moaynu conpsixennsa Kpmuntollpo CSP co BcTpoeHHbIM MK3W OC Microsoft Windows
1 nHTepdenc kpuntTorpadunyeckoro cepeunca;

4. CK3W Kpuntollpo CSP, peanusyouee uenesble GyHKUMN Kpuntonposangepa B

dopme:
- KpunTorpadunyeckoro cepsmca XpaHeHus Kyen;
- KpunTorpadunyeckoro gpaneepa;
- 6ubnuotek npotokona Kpuntollpo TLS.
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B ncnonHeHuax 3 un 4 ncnonb3yTca Moayb wudpyowen darnoson cuctembl Kpuntollpo EFS n
naket Secure Pack Rus Bepcus 3.0; ucrnonHeHne 4 oTnm4yaeTcsa oT ucnonHeHus 3 gobasneHnem Moayns
npotokona Kpuntollpo IPSec 1.0 (OKTSW 00074-01).

B ncnonHeHusax 5 ncnonb3ylotca Moaynb wWnudgpyowen dannoson cuctemsl Kpuntollpo EFS un
nporpamMMHoe obcrneyeHmne C3N Secret Net 6.

2.1. CepBucHble Mmoaynum

CepBucHble MoayM 06ecrneunBatoT KOHTPOJb LIETOCTHOCTU AMcTpubyTnBa Kpuntollpo CSP, ero yctaHoBKY
W yaaneHne us onepaumnmoHHON CUCTEMbI, a TakK e KoHdUrypauuto napametpos CK3U ans kaxaoro
nonb3oBaTtens.

2.1.1. Moaynb KOHTPONSA LENOCTHOCTN ANCTpnbyTmBa

Moaynb cpverify.exe , cM. NpunoxeHne 1, npegHasHavyeH 4ns KOHTPOASA LENOCTHOCTM AUCTpMBYTUBa Npu
yCcTaHoBKe u ncnonb3oBaHmn MO CK3U KpunTtollpo CSP Ha koMnbloTepe nosb3oBaTens (nocraBnsercs
COBMECTHO C ANCTPUBYTMBOM).

2.1.2. [Aunctpmnbytus

Ounctpnbytne CK3U Kpuntollpo CSP noctasnsetcs B Bnge naketa "Windows Installer" (dpann csp-win32-
kcl-rus.msi vnu nogobHoe Ha3BaHue. B Ha3BaHuM danna yCcTaHOBLUMKA NMPUCYTCTBYeT 0603HauYeHne
nnatdopMbl, AN KOTOPOW OH NpefHa3HayeH, ypoBeHb 3aWuThl U A3bIK yCTaHOBKW). [pun 3anycke dann
csp-win32-kcl-rus.msi pa3sopaynBaeT CTPYKTYpbl AaHHbIX AUCTpMOYTMBa BO BPEMEHHbIW KaTaaor u
nposoauT yctaHoBky MO CK3W Kpuntollpo CSP.

2.1.3. Moaynb KOHpUrypaumu

Moaynb cpconfig.cpl obecneumBaeT BO3MOXHOCTb yYnpaB/ieHnsa nonb3osaTteneM KoHdurypaumen rNo CK3U
Kpuntollpo CSP, a TakxXe Coaep>XWUT BO3MOXXHOCTM perncTpaummn yctaHossieHHoro N0 v nonyyeHums
nonb3oBaTtesnieM AOMNONHUTENbHOM MHMOpPMaLUum.

2.1.4. Moaynb Wipefile
Moaynb wipefile ncnonesyetcsa ans yaaneHuns @ainsoB BMeCTe C COAEPXKMMbIM MPU WITATHbIX XU HeWTaTHbIX
(cBONMpOBaHKUE) CcUTyaUUsIX.

2.1.5. Moaynb KOHTPONS LEeNoCTHOCTM B ApanBepe

Ons paboTbl € NO6bIM OTIAAYMKOM MOAYJIb KOHTPOJIS LIeNIOCTHOCTU B ApaiiBepe AonXeH 6biTb OTK/IOYEH.
MopsaoK OTKAYEHUS 4aHHOro MoAynsa onucaH B gokyMeHTe “XXTHAM.00050-03 90 03. Kpuntollpo CSP.
PykoBoacTtBo nporpammucra.”

2.2. Moaynu Hactpomnkun NK3MN OC Microsoft Windows

Moaynun npegHa3sHadeHbl Ans obecnevennsa ncnonbsoBaHusa MO CK3W Kpuntollpo CSP B NMK3WM OC
Microsoft Windows. Moaynu Takxe peanusytoT dopmaTbl Kpuntorpaduryecknx coobeHmin,
MCMoNb3yeMbIX B 3aLLULLEHHON 351eKTPOHHON noyTte (S/MIME), Office 2003/XP, Authenticode n dyHkUMSX
CryptoAPI 2.0, dopmaThl cepTudmrkaTos n nx obpaboTky.

MpuMeuaHume. MosHbIV NepeyeHb NoAAEPXKMBAEMbIX NMPUTOXKEHUI
Microsoft npuBeaeH B gokymeHTe "XKTSAM.00050-03 90 01. Kpuntollpo
CSP . OnucaHue peanusaumn”.

B

Moaynu HacTpoiku knaccuguumnpyrotcs kak NMK3W 1 oTBeTCTBEHHbI 3a MCMONb30BaHWE KpUNTonposanaepa
CK3W co cTtopoHbl npunoxeHuii. OHM obecneymBatloT BbI30B CepBUCA KpUNTOrpaduyeckmx dyHKUNIA, HO He
obpabaTbiBalOT KIOYEBYIO U KpunTorpadunyeckn onacHy nHdopmaumio (He MMEeT A0CTyna K K4vam 1
T.n.).

2.2.1. Moaynb pacwmpeHusa n Hactponkn CryptoAPI 2.0

Moaynb cpext.dll sBnseTca 3aperncrtpmpoBaHHoOn B cucTeMHOM peectpe Windows AnHaMuyeckomn
6ubnunotekon (DLL) pacwumpenunsa CryptoAPI 2.0 n obecneumBaert:
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e YCTAHOBKY COOTBETCTBUS MexXAay naeHTudukatopammn obbvektos (OID) B
KpunTorpadmyecknx coobeHnsax u ceptudukatax oTKpbITbIX KOYen un
dyHKumammn CK3U Kpuntollpo CSP;

e (dopmMupoBaHue n pasbop kpunTorpaduyeckmx coobLieHnin n cepTudnkaTon
OTKPbITbIX K/THOYEN.

2.2.2. Moaynum nHnymanmsauum HacTporkm BctpoeHHoro NK31 OC
Microsoft Windows

Moaynb nHnuymanmsaumnm ans OC Windows 2000/2003 peanu3oBaH B Buae gparisepa CProCtrl.sys.
[OpariBep obecneumBaeT 3arpy3Ky onpeaeneHHblxX AnHamMmmdecknx 6mbnmortek (DLL) B agpecHoe
MPOCTPaHCTBO Npoueccos, ncnonbsyrowmx CK3U.

JOnNONHNTENbHO 3TOT MOAY/b OCYLLECTBASET KOHTPOSb LeSIOCTHOCTU ycTaHoBneHHoro MO KpunTtollpo CSP
n NK3W (nepuoanyeckmin n npu 3arpyske OC).

2.2.3. Mopaynb HacTponkun ansa cuctemHoro DLL crypt32.dll

Moaynb cpcerypt.dll 3arpyxaeTca B BUpTyasnbHOe aipeCcHOe NpOCTPaHCTBO KaXAoro npouecca, K
KoTopoMy noarpyxaetcsa crypt32.dll, ana ycraHoBneHus nepexsatoB yHKUWMA, MCMOMb3YOLWMX
nposangep Kpuntollpo CSP.

HacTtpotika 3akntovaetcs B gobasneHnun NMK3UN Bo3MoxHOCTN 06paboTkn naeHTUdUKaTopoB anropmMTtMos,
peanusyembix kpuntonposanaepom Kpuntollpo CSP.

2.2.4. Moaynb HacTponkun gnsa cucteMHoro DLL inetcomm.dll

Moaynb cpintco.dll 3arpyxaeTtcs B BUpTyasibHOEe aApecHOe NPOCTPAHCTBO KaXxAoro npouecca,
ncnonb3ytowero inetcomm.dll, 4na yctaHoBneHns nepexsaTtoB MYHKUNNA.

HacTpolika 3aknto4aeTcs B NoAnepXKKe AOMOHUTENbHBIX NAEHTUHUKATOPOB afirOPUTMOB M BO3MOXHOCTEN
S/MIME, peanusyembix KpuntonpoBanaepom Kpuntolpo CSP, npu ncnonb3oBaHuu B MO Microsoft Outlook
n Microsoft Outlook Express.

2.2.5. Moaynb HacTponkun ansa cnctemHoro DLL certocm.dll

Moaynb cpcertocm.dll 3arpyxxaeTcs B BUMpTyasibHOE agpecHoe NpOCTPaHCTBO NpoLecca YCTaHOBKM
ueHTpa ceptudpukaummn (CA) OC Windows.

Moaynb Mo3BoONsIeT HACTPOUTL LIEHTP CEPTUdUMKALMM NPU ero yCTaHOBKe Tak, 4Tob6bl noaaep>XxXueBanmco
anroputMbl KpunTtollpo CSP.

2.2.6. Moaynb HacTponkun gnsa cucteMHoro DLL wininet.dll

Moaynb cpwinet.dll 3arpyxaeTtcsa B BUpTyanbHOe agpecHoe NpoCcTpaHCTBO npouecca Internet Explorer,
ecnu B Hero otobpaxkaetcs wininet.dll.

Moaynb nossonseT npasuibHO oTobpaxaTtb anroputmbl Kpuntollpo TLS B Internet Explorer.

2.2.7. Mopaynb HacTponkun ansa cucteMHoro DLL advapi32.dll

Moaynb cpadvai.dll 3arpyxaeTcs B BUpTyanbHOEe agpecHoe NpoCTPaHCTBO KaXAaoro npouecca,
ncnonb3ytowero advapi32.dll, ans yctaHoBneHns nepexesaToB (yHKLUWUNA.

HacTpolika 3akntovaetca B gobaBneHnn BO3MOXHOCTM 06paboTkmn naeHTndukaTtopos anroputMos,
peanusyembix kpunTtonposangepom Kpuntollpo CSP.
2.2.8. Moaynb HacTponku TLS

Moaynb cpschan.dll 3arpyxaetcsa B BMpTyasnibHOE agpecHoe NpoCTpaHCTBO npouecca Internet Explorer,
€Cc/In OH ncrnonb3yet TLS.

Moaynb No3BoNAT ncnonb3osaTb anroputMbl Kpuntolpo TLS B Internet Explorer.

2.2.9. Moaynb HacTporku Authenticode

Moaynb cpmssign.dll 3arpyxaeTca B BUpTyanbHOe aapecHoe NMpOCTPaHCTBO NMPOLLECCOB, UCMOMb3YOLNX
TexHonoruo Authenticode, n gobasnseT nogaepxky anroputmos Kpuntollpo CSP.
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2.2.10. Moaynun HacTtponkun MS Office

Moaynb cpMSO.dll 3arpyxaeTca B BUpTyasibHOE agpecHoe NpoCcTpaHCTBo npoueccoB MS Word n MS
Excell u no3Bonser noanuceiBaTb AOKYMEHTbI C NOMOLWb anropntmoB Kpuntollpo CSP.

Moaynb cpExSec.dll 3arpyxaeTtca B BUpTyanbHOe agpecHOe NpocTpaHCcTBO npouecca MS Outlook, n
HacTpamBaeT ero Ass npasunbHol paboTbl ¢ Kpuntollpo CSP.

2.2.11. Moaynb HacTponkmn XML

Moaynb cpXML.dIll 3arpyxaeTcs B BUpTyanbHOE agpecHOe NpOCTPaHCTBO NPOLECCOB, NCNOb3YHLWNX
XML, v no3sonseTr NnpuMeHsaTb anroputMbl Kpuntollpo CSP ana nognucu XML.

2.2.12. Moaynb HaCTpOWKW KOHTpoO1epa AOMEHA

Moaynb cpkdc.dll 3arpyxaeTtcs B BUpTyanbHOE agpecHOe NPOCTPaHCTBO MNPOLECCOB AOMEHHOM
ayTeHTMMdMKaLNM Ha KOHTPOJIIEpPE AOMEHA U obecneunBaeT BO3MOXHOCTb MCMONb30BaHMS 415 NPOBEPKMU
noanucu anropntmoB, peanusyembix Kpuntollpo CSP.

2.3. Moaynu conpsixeHUsa KpuntornpoBangepa co BCTPOEHHbIM
MNK31 Windows 2000/2003/7

2.3.1. WHTepdencHasa bubnmnoteka KpmntonpoBanaepa

NHTepdelicHasa 6ubnmnoTteka cpcsp.dll peannsyeTt ctaHAapTHLIA MHTepdENC KpunTonpoBanaepa,
COOTBeTCTBYOWMI cneundmrkaunm Microsoft Cryptographic Service Provider, n o6ecneunBaeT AaHHbIN
MHTEepdenc ansa obblUHbIX NPUNOXEHUIN Yepe3 KpunTorpaduyecknii cepemc no RPC, nnn ansa
NPpUBUIErMPOBAHHbLIX NMPUNOXEHUIN (MMeLWMX NpaBo A4OCTYyNa K YCTPOMWCTBAM HOCUTENEN KIIOYEBOro
KOHTelHepa) - HeNnoCpeACTBEHHO.

2.3.2. WHTepdencHaga bubnnoteka Kpmntorpadunyeckoro cepsmca

NHTepdelicHas 6ubnmnoteka cpcspr.dll obecneunBaeT BO3MOXHOCTb 0bpalleHns 06bIYHbIX
NPpUNOXEHUIN K CepBUCY KpunATorpaduyecknx dyHKUmni no npotokony RPC.

2.4. CK3U Kpuntollpo CSP

CobctBeHHO CK3U KpunTollpo CSP peanusyeT uenesble GyHKUMN KpUnTorpadmnyeckon 3awmTol
nHdopmaummn, paboTy € KI4aMu, AOCTYN K KIOYEBBLIM HOCUTENAM, AOCTYN K dusmyeckomy ACH,
peanunsyet buoCH.

2.4.1. Peanusauus B popMe cepBuca xpaHeHus knoden ans OC
Windows 2000/2003/7

Moaynb cprmcsp.exe peanunsyet uenesble GyHKUNKM KpuaTorpaduyeckon 3awmuTtsbl nHbdopmMmaumnm
npu obpauweHnm no RPC c nokanbHOro KoMnbloTepa Anst MHTeEpdENCHO bnbnnoTekn KpuntTorpadmueckoro
cepsuca.

Moaynb obecneuynBaeT:
e XpaHeHue u paboTy C KOHTEKCTOM YpOBHSA 6nbnuorteku;
e XpaHeHue KpunTorpadunyecknx o6bLeKToB:
e KniouyeBblx Nap (NOCTOSAHHbIX U BPEMEHHbIX);
e  OTKpbITbIX KNOYEN (BPEMEHHbLIX);
e Kniouen ceccuii (BpeMeHHbIX CUMMETPUYHbIX);
e (06bekToB DYHKLUUM XEMpPOBaHUS.
e  BbINOSIHEHME KpunTOorpadunyecknx npeobpasosaHum

2.4.2. Peanusauusa kpuntonpoBangepa B opMe Npoarpy>XaeMblX
bnbnunotek

NHTepdelic cpcspi.dll peanusyet LeneBble pyHKUMN KpUNTOrpaduUyecKon 3awmTbl HdopMaumm
ansa UHTepdeiicHoit 6ubnnorekn kpunTonpoBanaepa B BapnaHTe @yHKUMOHUpoBaHua MO
KpunTtolpo CSP 6e3 ucnonb3oBaHus UHTepdeiica kpuntorpacdmnyueckoro cepeuca.
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2.4.3. Peanusauusa KpuntonpoBangepa B popMe apaneepa aapa
onepaunoHHOW CUCTEMBI

NHTepderic cpdrvlib.sys peannsyeTr NoAMHOXECTBO LeneBbiX PYHKUMA Kpuntorpadunyeckon 3amTsl
nHdopmaunm ans UHTepdeincHon 6Mbnnorekn kpuntonposaaepa (cMm. 2.3.1) B BapuaHTe
dyHKumoHuposaHus MO Kpuntollpo CSP B agpe OC Windows. [Jpaineep noaaep>XXUBaET BbIMOJIHEHWE
PYHKUMA WNdpoBaHNSA, UMUTO3ALLUTBI, XELWNPOBaHUS, NMPOBEPKN MNOAMNUCK U BbipaboTKy KtoyeWn
COrnacoBaHusa Ha adeMepHbIX Ktoyax. [paliBep He nogaepxuBaeT paboTy € N0Nb30BATENLCKUMHU
K/l04YaMu.

2.4.4. WHTepdenc gocrtyna K pusmyeckomy n bmnoCH

bubnunoteka cprndm.dll o6ecneunBaeT yHnpuUMpoBaHHbIN NHTepdenc aocTtyna K puUan4yeckomy mam
Buo1CH.

2.4.5. WHTepdencHble moaynmn ACH

ObecneunBaloT peanmsauunto AoCTyna K KOHKpPeTHbIM Tunam ACY:

bio.dll BuolCH
accord.dll OCH MAK "Akkopa-AMA3"
sable.dll OCY sanekTpoHHOro 3amka "Cobonb"

2.4.6. TlaHenb ynpasneHunsa pecypcamm CK3U Kpuntollpo CSP

YnpaeneHue pecypcamm CK3UM KpunTtollpo CSP ocyuiectensieTcs koMaHAHbIM darinom cpconfig.cpl yepes
naHesnb ynpasnenus “CeonctBa: Kpuntollpo CSP”. K ocHOBHbIM cpeacTBaM ynpasrieHns pecypcamm CK3U
OTHOCATCS CpeAcTBa yrnpaB/eHUs:

e NINLUEH3MSMU;
[ OCY;

e 6MBINOTEKAMU CUUTBLIBAHUS KJHOYEBOWM MHGOpMaLUun;

e  3aKpbITbIMWU KAOYAMU U cepTUdmKaTaMm OTKPbITbIX KOUeRn;
e napamMetpamum CK3W.

OnpeaeneHune npasua Nosb30BaHUS AaHHbIMU CpeACTBaMU NMpuBoanTCcs B AokyMeHTe "XKTAKM.00050-03 90
03. Kpuntollpo CSP . MHCTpyKUMS N0 UCNOJSIb30BaHM0."

2.5. Moaynb noanepxku ceteBon ayteHTudunkaumm Kpuntollpo
TLS

Moaynb noaaepXKu ceTeBor ayTeHTUdUKaunn peanmsyetca B popMe noarpyxaemon 6ubnnorteku un
peanusyeT NOAMHOXeCTBO MHTepdenca Microsoft SSPI(SSP/AP) (cM. cooTBeTcTBYtOWMM pasaen MSDN).
Moaynb obecneunBaeT ayTEHTUYHOE 3allMLLEHHOE CoeaMHEeHMNEe MeXay NoJsib30BaTesieM U CEPBEPOM.
cpssl.dll, cptls.dll, cpsspap.dll - npu yctaHoBke Moayns ayTeHTMdUKaUNMM NOAAEPXKMBAIOLENO
ayTeHTudunkaunto B gomeHe, cpsspcore.dll, ssp.dll - 6e3 BO3MOXHOCTM AOMEHHOI ayTeHTUdDMKaLNN.

2.6. TIK3W Kpuntollpo CSP

2.6.1. WHTepdenc gocrtyna K Kao4YeBbiIM HOCUTENAM
Bbubnunoteka cprdr.dll o6ecneunBaeT yHnpUUMPOBaHHbIN nHTEpdENC AOCTyNa K KIKYEBbIM HOCUTENAM
BHE 3aBMCMMOCTM OT MX TuUNa.
2.6.2. WHTepdencHble MOAYIN YCTPONUCTB XpaHEHUS Kto4veBoun
nHdopMaumnm
Moaynu o6ecrneunBatoT peanunsaumnio 4OCTyna K KOHKPETHbIM TUMaM KJl0YEBbIX HOCUTENEN 1 cunTbIBaTENei:
fati2.dil - K AMcKkoBoay u gmckete 3.5"

reg.dll - K CUCTEMHHOMY peecTpy U KJllo4aM B HUX
accord.dll - Kk MAK Akkopa-AMA3

sable.dll - K 3/1eKTpoHHOMY 3amky "Cobonp"
dallas.dll - K cuutbiBaTento Touch-memory Dallas
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ric.dll - K cMmapTkapTe PUK n Ockap

emv.dll - K cMapTkapTte MPCOS EMV/3DES

hs.dll - K 3/1eKTPOHHOMY K/touy eToken

pcsc.dil - K cunTbiBaTeNsIM cMapTkapT u eToken, nogaepxusamowmm nHtepgderic PC/SC
ds199x.dll - K Tabnetkam DS1996, DS1995

2.6.3. bBubnvoTeka NoAaepXKW A0CTyNna K KOYEBbIM HOCUTENSAM

Bubnnoteka cpsuprt.dll o6ecneunsaeT peannsaumnto obwmMx GyHKUMA 4OCTYNa K pas/IMYHbIM YCTPONCTBAM
XPaHEHUS KJHOYEBbLIX HOCUTENEN.

2.6.4. Mopgynb ASN1

Moaaep>xmeaeT MyHKUUN NpeobpasoBaHMsa CTPYKTYP AaHHbLIX B MALIMHHO-HE3aBUCUMOE NpeacTaB/eHue.

2.6.5. Wcnonb3oBaHue knto4den peectpa Windows
YcTaHOBKa nporpamMMHoro obecneyeHms A0/KHA NPOM3BOAMTCS MNOSIb30BaTeNEM C NpaBamMm
aaMuHucTpatopa. MNpu 3ToM nporpamMmma yctaHoBkKM TpebyeT A40CTyNn K CeAyLWwmM KnYaM peectpa:
e HKEY_LOCAL_MACHINE - nonHbln gocTyn;
e HKEY_CLASSES_ROQOT - nonHbIli gocTyn.
Mpwu ncnonessosaHnn CK3U Kpuntollpo CSP n co3gaHum knoven nonb3osaTtenen 6e3 ncnonb3oBaHUs
¢dnara CRYPT_LOCALMACHINE TpebyeTcs AoCTyn K CNneaylLwmM Kjodam peectpa:
e HKEY_LOCAL_MACHINE - uyteHue, nepeyncneHue;
e HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Settings\USERS - co3paHue
NOAKJIIOYEN, UTEHMe, NepeymncneHmne;
e HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Settings\USERS\SID - nonHbIn
poctyn; SID - SID nonb3oBaTtens.
Mpwu ncnons3zosaHmn CK3U n cosgaHnm kntoven ¢ ncnonbsosaHmem gnara CRYPT_LOCALMACHINE
AOMoNHUTeNbHO TpebyeTcsa A0CTyN K C/ieAyowmnM Kayam peecrpa:
e HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Settings - nonHbIli gocTtyn.
Ons nameHenus koHourypaummn CK3U Kpuntollpo CSP ¢ ncnonb3osaHueM naHenu ynpasneHus (Control

Panel), kpoMme Toro, TpebyeTcsa NOAHbIN AOCTYN K K/KOYYy peecTpa
HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro.

MpuMmeuaHume. Mo ymonuanumio Kpuntollpo CSP MoXxeT ncnonb3oBaTb 40
65536 onucaTtenen kpuntorpadumyecknx obbekToB. [ns yBenmieHums
3TOro 3HayeHust HeobxoanuMo Ao06aBUTbL B peecTp
(HKEY_LOCAL_MACHINE\SOFTWARE\Crypto
Pro\Cryptography\CurrentVersion\Parameters) napametrp DWORD
paBHbI TpebyeMoMy uncny onucaTtenen, Ho He 6onee 1048576.

3. YctaHoska amnctpmnbytusos MO Kpuntollpo CSP u
KpunTtollpo TLS

YctaHoBka anctpmbytmuBa Kpuntollpo CSP gonkHa Npon3BoauTCS NOJIb30BaTENIEM, MMEKLLIMM MpaBa
aAMUHUCTpaTopa.

[nsa yctaHOBKW NporpaMMHOro obecrneyeHmss BCTaBbTE KOMMaKT-AWUCK B MPUBOA CUMTbiBaTens. U3
npeanaraembix gucTpmbytmneos Boibepute ancTpnbyTnse, nogxoasawmn ans Bawen onepauynoHHOM
CUCTEMbI, UMEIOLWNI HYXHbIN BaM ypoBeHb 3alnLLEHHOCTM M YA06HbBIN Ana Bac A3blk yCTaHOBKM.
3anycTuTe BbINOJIHEHME YCTAaHOBKMW.
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il Ycranoska "Kpunrollpo CSP™ x|

Bac npuBeTCTEYET NPOrpamMma yCcTaHoBKU
"Kpuntolpo CSP (KC1)"

Nporpanma ssiNonHuT ycTamoexy “Kpuntollipo CSP" Ha
KoMnbloTep. ANA NPOACMKEHHA HaXWMMTe KMonky “Aanee”,

MPEAYNPEX AEHME: Aannan Nporpamea IAUHILEHS 3AK0HAM1
Hn"mu“ fio cSP 05 ABTOPCKHX NPABAX H MEKAYHADOAHBIMH COM NALIEHHAMA,

3.6

Puc. 2. NpuBeTcTBEHHOE OKHO MacTepa YCTaHOBKMW.

Ecnn macTtep yctaHOBKKM 06Hapy>XUT Ha MalmHe 6onee paHHtow Bepcuto Kpmuntollpo CSP, 1o B

NMPUBETCTBEHHOM OKHE MOABUTCA VIHd)OpMaLI,Mﬂ O 3aMellaeMbIX NpoAyKTaxX:
{i¥ Ycranosxa "Kpunrolipo C5P" x|

Bac npyBETCTEYET NPOrpamMma yCcTaHOBKU
"Kpuntolpo CSP (KC1)"

MNporpanna ssINoNMKT yeTamoexy "Kpnntollpo CSP" Ha
KoMneloTep. ANA NPOACMKEHHA MaXWrMTe KMonky “Aanee”,

CReayIOWHE NPOAYKTbI BYAYT SAMEILEHD! KOMMOHEHT SHH
YETAHABMBAEN0N BEDPCHIL

Kpsnrolpo CSP 3.0
Kpsnrolpo Winlogon

MPEAYNPEX AEHME: Aannan Nporpamea IAUHILEHA 3AK0HAM1
Hn“mon o GSP 06 ABTOPCKHX NPABAX H MENAYHADOAHBIMH COM NALUEHHAMA,

3.6

Puc. 3. YcTaHOBKa C 3aMelleHNEeM KOMIMOHEHT.

Onsa panbHerwen yctaHoBku Kpuntollpo CSP HaxmuTe fQanee.

Mocnepytowasn yctaHoOBKa NMpOM3BOANTCSA B COOTBETCTBUM C COOBLWEHNAMMN, BblAaBaEMbIMU NPOrpaMMon
yCTaHOBKMU. B npouecce yctaHoBKM 6yaeT npeanoxXeHo 3apermcTMpmpoBaTtb A4OMNOMHUTENbHbIE
CUMTbIBATENM KNOYEBON MHpOPMALMKN, AONONHUTENbHbIE AAaTUYNKK CyYanlHbIX Yncen (ans yposHs KC2)

WM HaACTpOUTb KPMATOMpPOBanAep Ha ucnonb3oBaHne cnyxbbl xpaHeHus kntoven (ans yposHsa KC1). Bce
3TW HaCTPOMKM MOXHO MPOM3BECTN KaK B MOMEHT YCTaHOBKUW KpunTonpoBanaepa, Tak n B 11060 MOMEHT

nocne 3aBepleHna YCTaHOBKUK 4Yepe3 NaHesb CBOMWCTB.

Mocne 3aBepLlueHns yCTaHOBKM AnctpmbyTnea Heob6xo4MMo NpoM3BECTU Nepes3arpy3Ky KoMnbioTepa.
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Mepapxuyeckas apxutektypa Kpuntorpadundecknx @yHKLUMA B onepaunoHHon cucteme Windows
No3BONSET UCMOJIb30BaTb POCCUNCKNE KPUATOrpaduUecKme anropmTMbl, peasn3oBaHHbIe B
Kpuntollpo CSP Ha caMbIX pa3/iiMyHbIX YPOBHSX.

3.1. lMapametpbl yctaHoBkM Kpuntollpo CSP.

Mpwu yctaHoske Kpuntollpo CSP MOXHO MCNO/b30BaTb pas/iMyHble NapaMeTpbl KOMAHAHON CTPOKMU,
BANSAIOLME Ha YCTaHaB/AIMBaEMble KOMMOHEHTbI, HaYasibHY0 HAacTpPOMKY NpoAyKTa u T.A4.

[nsa nx ncnonb3oBaHus Heob6X0AMMO 3anycKkaTb YCTaHOBKY crneayowmMm obpa3om:
msiexec /i <MOSHbIA UKW OTHOCUTESNbHBLIN NYTb K .msi-danny> <napameTpbl>

3.1.1. CnpaBOYHWK NapaMeTpoB YCTAaHOBKM
Cne,qyrou.me onunnm NO3BOoNAKT HE YCTaHaB/IMBATb COOTBETCTBYHOLWNE 6ubnmnortekun noaanEpPXKU:
NOACCORD=1 - AkkopAa

NOBIO=1 - bnonornyecknn ACH

NODALLAS=1 - Hocutenu Dallas

NODS=1 - CuntbiBaTenu Dallas

NODSRF=1 - ACH "MocnepoBaTenbHOCTb NocTaBWmka"
NOEMV=1 - Kapta EMV

NOFLOPPY=1 - CuntbiBaTeNb ANCKET
NOJCARD=1 - Kaptbl JCard

NOPCSC=1 - PC/SC

NOREGISTRY=1 - CuntbiBaTenb "Peectp”
NORIC=1 - Kaptbl RIC/OSCAR
NORUTOKEN=1 - Hocutenb Rutoken

NOSABLE=1 - Cobonb

Cneaytowwme onummn No3BoISOT YNpaBasSTb perucTpaunenn noaaepxmnsaemMoro o6opyaoBaHnsa Bo BpeMs
yctaHoBku Kpuntollpo CSP (3HauyeHue 0 o3Ha4vaeT "oTKAOUMTb ONuMio"; 3BE3A0UYKON OTMEYUYEHDbI OMUMH,
BKJIIOYEHHbIE MO YMOSTYaHUIO):

REGACCORDRDR=1 - 3apeructpupoBaTtb cuuTbiBaTenb "Akkopa"
REGACCORDRND=1 - 3apeructpuposatb ACYH "Akkopa"
REGBIO=1 - 3apeructpupoBaTb 6uonoruueckuit [JCY *(Tonbko ana KC1)

REGETOKEN=1 - 3apeructpuposaTtb Bce HocuTenu "Alladin eToken" *
otaenbHble Tunbl: REGETOKENJAVA10, REGETOKENJAVA10B, REGETOKENM420, REGETOKENM420B,
REGETOKEN16, REGETOKEN32, REGETOKENR2

REGFLOPPY=6ykBbl - 3apernctpupoBaTb cyMTbiBaTesb "ancketa" ans 6ykB, yKasaHHbIX Yepes

3anaTyo
REGPNPFLOPPY=1 - 3apernctpupoBaTtb cuuTbiBaTenb "Bce cbeMHble HocuTenun" *
REGDSRF=nyTtb - 3apeructpuposaTtb [CH "lMNocnegoeaTenbHOCTb NOCTaBwmkKa" n 3agatb nyTb (6e3

n\n Ha KOHU.E) K nanke c db1, db2

REGDS1410E=nopTbl - 3apernctpupoBaTtb cumTbiBaTenb "DS1410E" (cnnucok nopToB Yepes 3ansTyio:
LPT1,LPT2,...)

REGDS9097E=nopTbl - 3apernctpuposaTb cuutbiBatenb "DS9097E" (cNnMcok NOpToB Yepes 3ansaTyto:
COM1,COM2,...)

REGDS9097U=nopTbi- 3aperncTtpupoBaTtb cumnTbiBaTenb "DS9097U" (CNMCOK NOpTOB Yepes 3ansaTylo:
COM1,COM2,...)

REGDS199X=1 - 3apeructpupoBaTtb HocuTenb "DS199x"
REGOSCAR=1 - 3aperucrtpmpoBartb HocuTenb "Ockap"
REGOSCAR2=1 - 3aperucrtpupoBaTb HocuTenb "Ockap2" *

REGTRUST=1 - 3apeructpupoBaTtb HocuTenb "Marucrpa" *
14
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REGTRUSTS=1 - 3aperucTpupoBaTtb HocuTenb "Maructpa Cbepbank/BGS" *
REGTRUSTD=1 - 3aperucTpupoBaTb HocuTenb "Maructpa Debug" *
REGPNPPCSC=1 - 3aperucTpupoBaTtb cuMTbiBaTeNb "Bce cuntbiBaTenu cmaptkapt" *
REGALLPCSC=1 - 3aperncTpupoBaTb MOAK/IIOYEHHbIE CUMTbLIBATENMN CMapTKapT
REGREGISTRY=1 - 3aperucTpmpoBaTb cuuTbiBaTeNnb "Peectp”

REGRIC=1 - 3aperucTtpuposaTb HocuTenb "PUK"

REGRUTOKEN=1 - 3aperucTpupoBaTb Hocutenb "Rutoken" *

REGSABLERDR=1 - 3aperucTpupoBaTb cuuTbiBaTenb "Cobonb"

REGSABLERND=1 - 3apeructpupoBatb ACYH "Cobonb"

NOETOKENWL=1 - He peructpupoBatb Hocutenn "Alladin eToken" gna Winlogon
NOOSCAR2WL=1 - He peructpupoBaTtb HocuTenb "Ockap2" ana Winlogon
NOTRUSTWL=1 - He peructpupoBaTtb HocuTenb "Maructpa" ans Winlogon
NOTRUSTSWL=1 - He peructpupoBatb Hocutenb "Maructpa CéepbaHk/BGS" ana Winlogon
NOTRUSTDWL=1 - He peructpupoBatb Hocutenb "Maructpa Debug" ans Winlogon

NORUTOKENWL=1 - He peructpuposaTb HocuTenb "Rutoken" ansa Winlogon *

YnpaBneHue pexvmamu paboTbl:

CPCSPR=1 - Ansa sepcum KC1 no3sonsieT BblbpaTbh pexuM cnyxbbl XpaHeHns Kitouen (ToAbKO npu
yCTaHOBKE)

MEDIACSPS=1 - PernctpupoBaTtb B cMCTEME OTAENbHbIM NpoBangep ANs Kaxaoro tmna
K/IOYEBLIX HOCUTENEN (TONbKO NpU YyCTaHOBKE)

CACHED=N - Hactpoiika kawmnpoBaHus kntoden. Ecnn N=0, To BbikntouyeHo, ecnm N>0, To 3agaeT
pa3mep K3wa (ToNIbKO Npu YCTAaHOBKE M TOMIbKO ANS pexuma Cny>Xbbl XpaHeHUs Karuen)

CSPDELETEKEYS=1 - [lpu yganeHuu npoayKTa yAanuT Tak Xe BCe HaCTPOMKN U BCe KIOYeBble
KOHTEWHepbl U3 peecTpa

YKa3zaHue CepuiHbIX HOMEPOB JINLIEH3NI:

PIDKEY= - icnonb3oBaTtb YKa3aHHbIN CepUnHbIA HoOMep CSP

WLPIDKEY= - licnonb30BaTb yKa3aHHbIN cepuitHbii HoMmep Winlogon
RPPIDKEY= - Wcnonb3oBaTb yYKa3aHHbIA CEpUIHbIA HOMep Revocation Provider
OCSPAPIPIDKEY= - icnonb3oBaTtb yYKasaHHbI cepuiHbli HoMep OCSP Client
TSPAPIPIDKEY= - icnonb3oBaTtb yKa3aHHbIn cepuiHbii HoMep TSP Client

CraHpapTHble napameTpbl Windows Installer (nogpobHee — CM. AOKYMEHTaUMIO:
http://msdn.microsoft.com/en-us/library/aa367988.aspx):

INSTALLDIR=... - MyTb ycTaHOBKMU
INSTALLDIR64=... - llyTb yCTaHOBKM An5 64-KOMMNOHEHT (x64, Itanium)
REBOOT=R - He nepesarpy»xaTb KOMNbIOTEP NOC/E YCTAHOBKMU

ADDLOCAL=Mopaynn - 3agaeTt CNMCOK AOMOJHUTENBbHbIX MOAYJIEN, KOTOpbIe cneayeT YCTaHOBUTb
(cnucok yepes 3anATYI0).

CywecTBytowme 4oNoAHUTENbHbIE MOAYN: reprov, driver, compat.
REMOVE=mMmoaynm - ANA Y>KE YCTAHOBJIEHHOIO MNMPOAYKTA yaansaeT ykasaHHble MOAYNU

/qb - ycTaHoBka 6e3 macTtepa
/qn - ycTaHoBKa 6e3 OKOoH
/L*v dain - CO3aHue XypHana yCTaHOBKMU

15


http://msdn.microsoft.com/en-us/library/aa367988.aspx

XKXTAN.00050-03 90 02-01. Kpuntollpo CSP. PykoBoACTBO aAMMHUCTpPaTopa 6e30nacHoCTM.
Ncnonb3oBanme CK3U knacca 3awmtbl KC3 nog ynpasneHnem OC Windows

Ana ypanenuvsa Kpuntollpo CSP:
msiexec /x {54A08450-B343-40B0-924E-68F031450996}

MpumMepbi:
msiexec /i "d:\Kpuntolpo CSP 3.6\csp-win32-kcl-rus.msi" INSTALLDIR="d:\csp" /L*v "c:\temp\csp.log"
/ab

4. BapwuaHTbl BcTpanBaHua Kpuntollpo CSP n Kpuntollpo
TLS B npuknagHoe MO

4.1. BctpamBaHue Ha ypoBHe CryptoAPI 2.0.

Kpuntolpo CSP MoxeT 6biTb UCMO/Ib30BaHO B MPMKIAAHOM NporpaMMHOM obecneveHumn (kak u nbon
Apyron kpuntonpoBanaep, noctaensiembit ¢ OC Windows) yepes nHtepdeinc CryptoAPI 2.0, onucaHue
KOTOpPOro NpuBeAeHo B NporpaMMHoi AokyMeHTauum MSDN (Microsoft Developer Network):
http://msdn.microsoft.com/en-us/library/windows/desktop/aa380239.aspx. B 3ToM cny4yae cnocob
BblbOpa KpunATorpaduyeckoro anropmTMa B npmknagHom MO MoxeT onpeaenaTbCs MAEHTUHUKATOPOM
anropuTMa OTKPbLITOrO K/o4ya oTnpasuTens/nonydartens, cogepxauerocs B ceptudukarte X.509.

BcTtpavBaHue Ha ypoBHe CryptoAPI 2.0 no3BonseT BOCNOb30BaTbCA HAB0OPOM (DYHKLUMI, peLuaroLwmx
60NbWKMHCTBO Npob6NeEM CBSA3aHHbIX C npeacTaBneHmneM (popmataMmn) pasnnyHbiX Kpuntorpadmyeckmnx
coobweHnn (noannucaHHbix, 3awmndpoBaHHbIX), cnocobamMn npeacTaBneHNs OTKPbITbIX KAOYEN B Buae
umdpoBbix cepTndurKaToB, cnocobammn XpaHeHns N NoucKa cepTUdMKaToB B pasIMYHbIX CNpaBOYHUKAX,
Bktovas LDAP.

OyHKkumn CryptoAPI 2.0 no3B0MS0T NOAHOCTBIO peann3oBaTb NpeacTaBieHne n obMeH AaHHbIMKU B

COOTBETCTBMW C MEXAYHAPOAHbIMU pekoMeHaaumamm n NHdpactpyktypon OTKpbITbIX Kntoyen (Public Key
Infrastructure).

4.2. BcTtpamBaHue Ha ypoBHe CSP

Kpuntolpo CSP MoxeT 6biTb HENOCPEeACTBEHHO UCMO/b30BaHO B NPUKIaAHOM NpPorpaMMHOM obecneyeHunm
nyTeM 3arpy3kn Moayns ¢ ncrnonb3osaHmem dpyHkumm LoadLibrary(). Ons 3Tux uenen B KOMNAeEKT
NocTaBKku BKOYaeTcs PykoBOoACTBO NporpaMMmUCTa, onucbiBatolee coctas pyHKUMn n tectosoe MO.
Mpw Takon peanusauunun npuknagHomy NO AOCTYyNEH NULb OrpaHUYEHHbI Habop HU3KOYpPOBHEBbIX
KpunTtorpaduyecknx yHKLUN, COOTBETCTBYOLWMUN NHTepdelicy Microsoft CSP.

4.3. WNcnonb3oBaHne COM uHTepdencos

KpunTtolpo CSP MoxeT 6biTb ncnonb3oBaHo n3 COM mnHtepdelicos, pa3dpaboTaHHbix Microsoft.

¢ CAPICOM 1.0

e Certificate Services

e Certificate Enroliment Control
Certificate Enrollment Control
COM wuHTepdetic Certificate Enroliment Control (peanusosaHHbi B datine xenroll.dll) npeaHasHaveH ans
MCMo1b30BaHMs orpaHNYEeHHOro konndectsa gyHkunii CryptoAPI 2.0, cBSA3aHHbIX C FeHepaumen Kuen,
3anpocoB Ha cepTudukaTtol n 06paboTkol cepTndmkaToB, NoayyeHHbIX OoT LleHTpa CepTudmkaumm c

Mcnonb3oBaHMeEM S3blKOB NporpamMmmnpoBaHus Visual Basic, C++, JavaScript, VBScript u cpeabl
pa3paboTku Delphi.

MMeHHO 3TOT MHTepdenc Ncnonb3yT pasnmyHblie nybnundHble LleHTpol Ceptudurkaumm (Verisign, Thawte n
T. 4.) Npu popMnpoBaHum ceptndmkaTosB nonb3osaTenen Ha niatpopme Windows.

CAPICOM 1.0
CAPICOM (peanusoBaHHbIl B darne capicom.dll) npegoctasnsetr COM mHTepdenc, ncnosb3yoLwmm
OoCHOBHble dyHKUnKM CryptoAPI 2.0. OTOT KOMMNOHEHT sABNseTcsa gobaBneHnem K yxe cyuecrtsytowemy COM

nHtepdelicy Certificate Enrollment Control (xenroll.dll), KOTOpbIi peann3yloT KnneHTckne dyHKUMn
reHepaunun Ko4vemn, 3anpocoB Ha cepTudukaTbl n o6MeHa € LeHTpoM cepTudukaumm.
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C BbINYCKOM AA@HHOIO0 KOMMOHEHTA CTasio BO3MOXHbIM MUCMOJIb30BaHMe DYHKUNI DOPMUPOBAHUS U
NpOBEpPKMN 3NEKTPOHHOM LUMPPOBON NOAMNCK, MOCTPOEHUS U NMPOBEPKUN Lernovek cepTudmnkKaTos,
B3aMMOAENCTBMSA C pa3/IMyHbIMKW CNpaBoYHUKaMu cepTudukatos (Bkatoyas Active Directory) ¢
ncrnonb3oBaHuem Visual Basic, C++, JavaScript, VBScript n cpeabl paspabotku Delphi. Ucnonb3oBaHue
CAPICOM no3BonsieT peannsoBaTb MYHKLMOHANBHOCTb "TOHKOro" kKnMeHTa B nHTepderice 6poysepa
Internet Explorer.

KomnoHeHT CAPICOM saBnsieTcs cB0604HO pacnpocTpaHsieMblM M nocTaBnseTcs B coctaBe Redistributable
MHCTpYMeHTapus pa3spabotumka Microsoft Platform SDK.

MoapobHyto nHgpopmauunto 06 nHtepderice CAPICOM M0OXHO NosyuYnTb Ha cepBepe
http://www.cryptopro.ru/cryptopro/documentation/capicom.htm.

Certificate Services

Certificate Services BkntouaeTt B cebs Heckonbko COM nHTepdericoB, NO3BONSAOWMUX N3MEHUTL
dyHKUMoHanbHOCTb LleHTpa CepTtudukauymm, exoaawero B coctas OC Windows 2000/2003 Server. Mpu
NMOMOLLUWN AA@HHbIX UHTEP(ENCOB BO3MOXHO:

. O6pa6aTbIBaTb nocrtynawowme oT nosnb3oBaTtenemn 3anpocChbl Ha CepTVICbVIKaTbI;

e  UW3MEHMTb COCTaB AaHHbIX (B TOM umncne aononHeHuit X.509), 3anuncbiBaembix B
n34aBaeMble LeHTPOM CepTUdUKaThbI;

e OnpeaennTb A0MNONHUTENbHbLIN cnocob nybnmkaumm (XpaHeHus) U3gaHHbIX LEHTPOM
cepTndunKaTosB.

4.4. Wcnonb3oBaHue CK3U Ha nnaTtdopmMe Microsoft .NET
Framework

Komnanunein KPUMTO-IMPO 6bin pa3spaboTtaH nporpaMMHbii npoaykT Kpuntolpo .NET, no3sonstoowmi
MCNoMb30BaTb CPEeACTBO KpunTorpaduyeckon 3awmnTtbl nHdopmaunm Kpmuntollpo CSP Ha nnaTdopme
Microsoft .NET Framework. KpunTtollpo .NET peanunsyeT Habop nHTepdencos ansg gocryna K
kpunTtorpaguuyeckum onepaumsam .NET Cryptographic Provider:

e XelwwunpoBaHue;

e NOAMNUCH;

e wundpoBaHue;

e MAC;

e reHepauwus Knyen n T.4.

Kpome Toro Kpuntolpo .NET no3BosisieT Mcnosib30BaTb CTaHAAPTHbIE Knacckl Microsoft ans
BbICOKOYPOBHEBbIX OMnepauum:

e pasbop cepTudukaTa;

® [OCTpPOEHME M NPOBEPKA LEenoYkm cepTudunKaTos;

e ob6paboTka CMS coobLieHuni;

e yCTaHOBJIeHMe 3aumueHHoro obmeHa vepes SSL/TLS, HTTPS un FTPS;
e XML noanuchb u wndpoBaHme.

MoapobHYyo MHMOPMALUIO, AUCTPUBYTUBLI, JOKYMEHTALIMIO U CLIEHAPUKN UCMOMb30BaHMA MOXHO HalTU Ha
caiiTe npoayKTa www.cryptopro.net.

4.5. Wcnonb3oBaHune CK3UN B Beb-6pay3epax

CK3M XTAN.00050-03 moxeT 6bITb MCNOMb30BaHO B Beb-6paysepax Ha pa3nmMyHbIX NPOrpamMMHO-
annapaTtHbIX nnatdopmax NnyTém BbizoBa dyHKumn Kpuntollpo SUIM Browser plug-in.

Kpuntolpo 3UIM Browser plug-in cogepxut komnoHeHTy ActiveX ans pabotbl B Microsoft Internet Explorer
n nnarvH NPAPI ans apyrux se6-6pay3epoB, NoaAEPXUBAKOLWNX AAHHbBIN MHTEpdENC BCTpanBaHms
nnarmHoB. ®yHkunm CK3UM MOXHO Bbi3biBaTb U3 cueHapues JavaScript, cogepxawmxcsa B oTobpakaemomn
Beb6-6pay3epom cTpaHuLe.

MoapobHas MHdopMaumna AOCTyNHa CTpaHMue naarvHa no agpecy
http://www.cryptopro.ru/products/cades/plugin.
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4.6. NHnumanusauyma 6unbnumotekmn SSP
MponssoanTca 3arpyska 6ubnmotekn Secur32.dll npm paboTe c onepauMOHHbIMKU CUCTEMAMU
Windows 2000/7.

C nomowbto pyHkunm GetProcAddress nonyyaertcs ykasatenb Ha dyHkuumto InitSecuritylnterfaceA
(InitSecurityInterfaceW B cnyyae komnunsumn ¢ Unicode).

BbizoBoM dyHKumK InitSecurityIlnterfaceA (InitSecurityInterfaceW B cnyyae komnunsauumm ¢ Unicode)
nonyyaetcsa tTabnnua dyHkumn SSPI.

Wnn, BMecTo ucnonb3oaHnsa GetProcAddress, 4OCTaTOYHO NOKNOUYNTL 6ubnmoteky nmnopta secur32.lib
(BxoguT B MS Platform SDK)

3anonHsaetcs ctpykTtypa SCHANNEL_CRED. lMonsa 3Toi CTpyKTYpbl A40NXHbI 6bITb HYNIEBLIMU, KPOME:
SchannelCred.dwVersion = SCHANNEL CRED VERSION;

SchannelCred.dwFlags = SCH CRED NO DEFAULT CREDS |

SCH _CRED MANUAL CRED VALIDATION;

Ons cepBepa n HE @aHOHMMHOIO K/IMEHTA 3anOJIHAKTCA TakKXe Nnons:

SchannelCred.cCreds = 1;

SchannelCred.paCred = &pCertContext.

NMpuMeuaHue. KoHTeKkcT cepTudukaTa pCertContext 4oMmKeH coAepx)aTb CCbIIKY Ha 3aKPbIThli KU,

MpounzBoanTcs Bbi30B pyHKUMM co3aaHmsa Credentials: AcquireCredentialsHandle c nepenauei e
cTpykTypbl SCHANNEL_CRED n nmeHun naketa - UNISP_NAME ("Microsoft Unified Security Protocol
Provider").

MHUUManmsaums coegmHeHNs KIIMEHTOM Npou3BoanTcs Bbi3oBOM InitializeSecurityContext 6e3
BXoAHoro 6ydepa n cepeepom — Bbi3oBoM AcceptSecurityContext, nocne yero naet obblUHbIN LMK
Handshake.

MNocne ycTaHOBMEHUS COEAMHEHMSA, HO A0 Hayana nepeaadn AaHHbIX, NPUIOXKEHUE AOJIKHO
BbINOJIHATL MPOBEPKY MapaMeTpoB COeAUHEHUS U cepTUdMKATa YAaneHHOM CTOPOHbI.

[ns nonyuyeHuns ceptnudmkaTta yaaneHHoW CTOPoHbI Bbi3biBaeTca GyHkUMA QueryContextAttributes
c aprymeHToM SECPKG_ATTR_REMOTE_CERT_CONTEXT.

[ns nocTpoeHust Lenoykn cepTndmnKaToB peKOMEHAYETCS UCMOJIb30BaHMe QyHKLMN
CertGetCertificateChain, onncanHyto B MSDN/Platform SDK/Security, (c ¢pnaramm nposepku,
COOTBETCTBYIOLWMMN BbIBpaHHOMY YPOBHIO 6€30nacHOCTU. PekoMeHayeTcs ncnonb3oBaTb dnar

CERT_CHAIN_CACHE_END_CERT | CERT_CHAIN_REVOCATION_CHECK_CHAIN.

Llenouka ceptudgukato npoeepsietcsa dyHkumen CertVerifyCertificateChainPolicy, onncaHHol TaM Xxe, C
aprymeHToMm pszPolicy, paBHbiM OIDCERT_CHAIN_POLICY_SSL, u aprymeHToM pPolicyPara, 3anofHeHHbIM
cnepywowmm obpasom:

ZeroMemory (&polHttps, sizeof (HTTPSPolicyCallbackData));
polHttps.cbStruct sizeof (HTTPSPolicyCallbackData) ;
polHttps.dwAuthType AUTHTYPE SERVER;
polHttps.fdwChecks = 0;

polHttps.pwszServerName = pwszServerName;

memset (&PolicyPara, 0, sizeof (PolicyPara));

PolicyPara.cbSize sizeof (PolicyPara);
PolicyPara.pvExtraPolicyPara = &polHttps;
HEOGXO,D,VIMO, yTOObI Ang KaX>goro cemechKaTa B Leno4yke

pCertContext->pCertInfo->SubjectPublickeyInfo->Algoritm->pszObjld 3akaHunBanacob Ha
szOID_GR3410.

Boi3biBaeTcs pyHkumns QueryContextAttributes ¢ aprymenTom ulAttribute, paBHbIM
SECPKG_ATTR_CONNECTION_INFO, ans nony4yeHusa napaMeTpoB COeAMHEHUS U UX NPOBEPKU Ha
BbIMOSIHEHWE YC/IOBUNA:

ConnectionInfo.dwProtocol == SP PROT TLS1 CLIENT
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ConnectionInfo.aiCipher == CALG G28147, ConnectionInfo.aiHash == CALG GR3411
aiExch=CALG_DH EX EPHEM pym CALG DH EX SF

Unkn wudposaHusa/pacwumdbposaHnsa Ansa NonyyeHns napameTpos coeguHeHUs WNpPoBaHUSA AaHHbIX
peanusyeTcs ¢ nomouwblo dyHKUMn EncryptMessage/DecryptMessage.

MpumeuaHume. JonkHa 6biTb 06ecneyeHa KoppekTHas 06paboTka KoaoB Bo3BpaTa pyHKkUM SSPI. Mpu
3TOM cneayeT yunTbiBaTb, YTO TpebyeTca pasHas obpaboTka B 3aBUCMMOCTM OT TOrO, SABJISIETCA KOA
BO3BpaTa KOAOM YCMELIHOro BbIMOJIHEHMS YHKUMW, KOAOM He daTanbHOM OWNOKK, He TpebytoLen
pa3pbiBa coeaMHeHusl, koaom daTanbHom ownbkn, Tpebytollel paspbiBa coeamHeHns. Bce
HeobpabaTbiBaeMble KOAbl BO3BpaTa OWMO0K A0/IXHbI NPUBOAUTL K pa3pbiBy COEANHEHUS.

4.7. 3aBeplUeHne ceccum

KoppeKkTHoe 3aBepLleHMEe CECCUMN OCYLLIECTBAIETCSA Bbi30BOM dyHKuUMK ApplyControlToken.

4.8. TpeboBaHus 6e30MacHoOCTH

1. NMpuMeHeHne MoayNsa NOAAEPXKKN CETEBOWN ayTeHTUdMKALMM AONYCKAETCS TONbKO Npu
NCMNOMIb30BaHNM OTKPbITbIX K/lOYeln cepBepa 1 KneHTa, cepTuduunpoBaHHbIX JOBEPEHHbBIM LLEHTPOM
ceptudmkaymm

2. MNpunoxeHnem fomxkHbl o6ecneymBaTbCsl NpoBepka cepTudukaToB B coobeHusax Certificate n
CertVerify, npoBepka 12 6anT B coobueHmnsax Finished knneHTa n cepBepa, SBNAOWUXCS UMUTOBCTaBKaMmn
K MH(OpMaLumMm BCero gmasnora KiMeHT-cepBep B NpoLecce yCTaHOBNEHNS CECCUN, KOHTPOJIb COOTBETCTBUS
nMeHn knneHTa (cepsepa) IP-agpecy, No KOTOpOMy yCTaHOB/IEHa CeCccus.

3aTeM Ha cTpaHuue http://<CA>/certsrv/certsces.asp (A5 3Tol CTpaHULUbI AO/IXEH 6bITb
pa3peweH ActiveX) BbIbMpaeTcsa HYXHbIA LEeHTp cepTudukaumnm, wabnoH ceptnudmnkarta, Nonb3oBaTesb
AomeHa, CryptoPro SmartCard CSP n cepTudumkaT areHTa nogaym 3asaB0oK, NoJSy4eHHbIN paHee. Ecnun
KJIMEHT 3aXxoauT Ha 3Ty cTpaHuuy ¢ Windows Vista nm6o Windows 2008, cnyx6a ceptudunkaumm Ao/mKHa
6bITb ycTaHoBNeHa Ha Windows 2008 Server unn Ha Windows Server 2003 f0/KHO 6bITb YCTAaHOBJ/IEHO
obHoBNeHNe Beb-uHTEpdelica cnyxbbl cepTudurkaumu.

5. BctpamBaHue CK3W Kpuntollpo CSP B npuknaaHoe MO

Mpu BcTpamBannu CK3W Kpuntollpo CSP B npuknagHoe nporpaMMHoe obecrnedyeHmne A0/KHbI
BbINOMHATLCSA TpeboBaHusa pa3sgena 17 pokymeHTa "XXTAW.00050-03 90 02.Kpuntollpo CSP. PykoBoACTBO
aaMUHMCTpaTopa 6esonacHocTn. Obuwas yacTb."

6. TpeboBaHNA MO OpraHM3auUMOHHO-TEXHUYECKNM U
aAMUHUCTPATMBHbLIM MepaM obecrneyeHuns
akcnnyaTtaummn CK3U

JOoMmKHbI BbINONHATLCS TpeboBaHMS MO OpraHM3auUMOHHO-TEXHUYECKUM N aAMUHUCTPATUBHbIM
MepaM obecneyeHus 6esonacHocTn skcnnyataumm CK3U B o6beme pasagena 12 gokymeHTa "XXTAN.00050-
03 90 02. KpunTolpo CSP. PykoBoacTtBo agMmHucTpaTop 6esonacHoctn. Obwas vyactb."

6.1. TpeboBaHusa nNo ncnonb3oBaHunio CK3WM co cTaHAAPTHbIMU

nporpaMMHbIMK cpeacTteamm COK

MporpamMmmHoe ob6ecneueHne CK3U XKXTAN.00050-03 no3BoNSIET UCMONb30BaTb POCCUNCKME
Kpuntorpaduyeckne anroputMbl U cepTUdUKaTbl OTKPbITbIX KOYEN U KoYen NPOBEPKU N1EKTPOHHOM
noanucu ctangapta X.509 ¢ pa3nnyHbiM NnporpaMMHelM obecneyeHnem Microsoft:

e LleHTp Ceptudukaumnm - Microsoft Certification Authority, Bxogswmin B cocta Windows 2000
Server, Advanced Server, Windows 2003 Server, Windows 2008 Server, Windows 2008r2.

e DfieKTpoHHas noyTta - Microsoft Outlook (13 coctaBa Microsoft Office 2013, Office 2010, Office
2007, Office 2003, Office XP, Office 2000).
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e DnekTpoHHasa nouyta - Microsoft Outlook Express B coctaBe Internet Explorer, Windows Mail,
Windows Live Mail.

e Microsoft Word, Excel, Info Path n3 coctaBa Microsoft Office 2003, 2007.
e CpeacrtBa KOHTpoAs uenoctHocTu MO, pacnpocTpaHseMoro no cetn - Microsoft Authenticode.

e Cnyx6bl TepmmHanoB ans Windows 2003 Server, Windows 2008 Server, Windows 2008r2
Server (Bkatoyas w03 cnyx6 TepMnHanos).

e 3awmta TCP/IP coeanHenunn B cetu WHTepHeT - npoTtokon TLS/SSL npu B3anMoaencremu
Internet Explorer - web-cepsep IIS, TLS-cepsep, TLS-knuneHT (IE).

Microsoft SQL-cepBep.
Microsoft ISA cepBep.
Microsoft Forefront Threat Management Gateway (TMG).
Cepsep TepMuHanoB u kaneHT (RDP).
e CpeacrtBa pYHKUMOHMPOBaHMSA KoMnsiekca paspabotku 000 «KPUMTO-MPO»
KpunTtollpo YL, 1.4, 1.5, 1.5 R2, Cnyx6bl YL, Kpuntolpo OCSP, Kpuntollpo TSP, KpuntoAPM, CryptCP,
KnuneHnTt KpunTtollpo HSM.

CK3M XTAN.00050-03 npun dpyHKUMOHUpOBaHUM noA yrnpasrieHnem OC Windows mMoxeT
MCMOb30BaTbCsA C AOMOSIHUTEIbHBIMW MPOrPaMMHbIMU CPeACTBAMM 3aLUUTHI:

XKTSAKN.00032-01 30 01. KpunTollpo Winlogon. CpeacTtso ceTeBon ayTeHTUdMKALUN.
XKTSAKN.00051-01 30 02. KpunTtollpo EFS. CpeacTBo XpaHeHUs KOHduaeHUnanbHOW nHdopMaumn.

6.2. TpeboBaHusa no noagknodeHnto CK3U ans paboTol
no obLenoCTynHbIM KaHanaM nepegayvym AaHHbIX

Mpn noakntoyeHun CK3UM K o06WenoCTynHbIM KaHalaM nepefaym AaHHbIX  Ao/hkHa ObiTb
obecneyeHa 6e30MacHOCTb 3aWMLLEHHON CBA3K. [Tpn 3TOM A0MXKHbI 6bITb ONpeaeneHsbl:
e Mopsapok nogkntoveHmnss CK3U k kaHanam.
e BoigeneHo nuuo, OTBETCTBEHHOE 3a 6e3onmacHocTb paboTbl Mo  06LWenoCTYMHbLIM
KaHanam.
e PazpaboTaH TMNOBOM pernaMeHT 3allMLLIEHHON CBSA3M, BK/IIOYAOLWMNA:

- NonTMKY 6e30MacHOCTU 3aLMLLEHHON CBA3WN.

- AOMYCTMMbIA COCTaB NMpUKAaAHbIX NMPOrpaMMHbIX CPeAcCTB, A9 KOTOPOro AOSIXKHO
6bITb uccrnegoBaHo M 060CHOBAHO OTCYTCTBME HeratuBHoro BAusHMa Ha CK3UM no kaHany nepegauyu
OaHHbIX.

- NepeyYyeHb AOMNYCTUMbIX CETEBbIX NPOTOKOJ/IOB.

- 3alNUTy ceTeBblX COeaANHEeHUN (NepeyeHb AOMYCTUMbIX CETEBbIX 3KPaHOB).

- CUCTeMa M CpeacTBa aHTUBUPYCHOM 3alUNThbI.

Mopsipok nopkntoyeHmss CK3W k kaHanaMm CBSA3WM [O/XeH ObiTb onpeaeneH 3KCNayaTUpytoLen
opraHmsauuen.

Nnuom, oTeBeTCcTBEHHbIM 3a 6e3onacHocTb paboTtbl CK3M no obuwenocTtynHbiM KaHanmaMm, Kak
npaBuno, fo/keH 6bITb agMMHUCTpaTop 6e30nacHoOCTy.

MepedeHb WTaTHBIX cpeacTs OC, MOXeT BKAOYATbCA aAMWHUCTPATOPOM B TUMOBOW pernameHT 6e3
npoBeAeHUs AOMOAHUTENbHbIX WCCNeAOBaHWM Mo oueHke ux BAMAHUA Ha CK3W. TMpu 3TOM AO0MXKHbI
BbINOJIHATLCA:

e CBOeBpeMeHHOe O06HOBMEHME MPOrpaMMHbIX CPeACTB, BKJIIOYEHHbIX B COCTaB
pernameHTa.

e KOHTpPONb cpeabl dyHKUNOHMpoBaHnsa CK3N.

e orpeaefnieHne n KOHTPOJib 3a UCMOJIb30BAHMEM CETEBbIX MPOTOKOJI0B.

e cobnogeHne npasun nonb3osaHus CK3U n cpepon pyHkumoHuposaHusa CK3U.

Mpwn ucnonb3oBaHnn CK3WN c gpyrMmu cTaHAApTHLIMW MPOrpaMMHbIMKU CPeACcTBaMU BO3MOXHOCTb
noakntoyeHms CK3UM k obwenocTtynHbiM KaHanaMm nepegadn AaHHbIX A0/kKHa 6biTb onpeaeneHa TONbKO
nocne npoBeAeHUs AOMNOHUTENbHbIX WUCCNeAOBaHUM C OLEHKOW HEeBO3MOXHOCTW HEeraTMBHOMO BIUAHMUS
HapywuTens Ha GyHKUnMoHMpoBaHue CK3U, ncnonb3ayrowero BO3MOXHOCTU 06LLEeA0CTYMHbIX KaHasoB.
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7. TpeboBaHusa no 3awmte ot HCA

7.1. OpraHum3aunoHHO-TeXHU4YecKkne Mepbl 3awmTbl oT HC/

JosmxkeH 6biTb peannsoBaH CHEAYIOU.IMVI KOMMNEKC OpraHmn3aunoHHO-TEXHNYECKUX Mep 3awnTbl oT HCA:

B cncteme permcrpupyeTtcsa oAuH nofib3oBaTesb C MMeHeM root, obnagatowmii npasamm
aAMWHUCTpaTOpa, Ha KOTOPOro Bo3naraeTcs 06s3aHHOCTb KOHpurypuposate OC Windows,
HacTpauBaTb 6e3omnacHocTb OC, a Takxe KoHpurypmposaTtb [MTOBM, Ha KOTOpYIO
yctaHosneHa OC Windows.

Ons aaMMHUCTpaTopa BbIBUpaeTCs HaZleXHbI Naposb BXo4a B CUCTEMY,
YAOBNETBOPSAOWNIA crieayowmm TpeboBaHMaM: A5MHa Naposis He MeHee 6 CMMBOJIOB,
CcpeAun CMMBOJIOB Maposisi BCTPEYatoTCs 3arfiaBHble CUMBOJIbI, MPOMUCHbIE CUMBOJIbI, LUGPbI
W creumasnbHble CUMBOJbI, CPOK CMEHbI NMaposisl HE pexe OAHOro pasa B Mecsil, A0CTyn K
naposito Ao/KeH bbiTb obecneyveH ToNbKO Nosb3oBaTento root.

Bcem nonb3oBatensMm, 3aperncrtpupoBaHHbiM B OC Windows, agMMHUCTpaTop B
COOTBETCTBUM C MONTUKOMN 6€30NacHOCTM, NPUHATON B OpraHMsauumm, 4aeT MUHMMaNbHO
BO3MOXHbIE A1 HOpManbHOM paboThbl NpaBa. Kaxabin nonb3oBatenbs OC Windows, He
ABNSAOWMNACS aAMUHNUCTPATOPOM, MOXET NPOCMaTpMBaTh U pefakTUpoBaTb TOSIbKO CBOMU
YCTAHOBKM B paMKax npaB A0CTyna, Ha3HAYeHHbIX eMY aAMUHUCTPATOPOM.

Ha koMnbioTepe ycTaHasnmeaeTcs Tofbko ogHa OC Windows. He ncnonbsytoT
HecTaHAapTHbIE, U3MEHEHHbIe KN oTnagoyHble Bepcnn OC Windows Takue, HanpuMep,
kak Debug/Checked Build. Ha Bcex HDD gonxHa 6biTb yCcTaHOBNeHa daiinoBas cucrema
NTFS.

MpaBa goctyna k kaTanoram %Systemroot%\System32\ Config,
%Systemroot%\System32\SPOOL, %Systemroot%\Repair, %Systemroot%\COOKIES,
%Systemroot%\FORMS, %Systemroot%\HISTORY, %Systemroot%\SENDTO,
%Systemroot%\PROFILES, %Systemroot%\OCCASHE, \TEMP, a Takxe dainam boot.ini,
autoexec.bat, config.sys, ntdetect.com un ntldr onHbl 6bITb YCTAaHOBNEHbI B
COOTBETCTBUM C MONIUTUKON 6€30MacHOCTUN, NMPUHSITON B OpraHM3auunu.

JomkHbl 6bITb YyCTaHOBJIEHbI OrpaHUYeHMs Ha AOCTYN Nosib30BaTesiel K CUCTEMHOMY
peecTpy B COOTBETCTBUM C MPUHATON B OpraHn3aumMmn noamTtnkom 6e3onacHoCcTu, 4to
peanusyeTca npu nomowmn ACL nam yCcTaHOBKOM npae AocTyna npu Hanuume NTFS.

[omxHa 6bITb UCK/TIOYEHA BO3MOXHOCTb YAaNIEHHOrO peAakTUPOBaHMA CUCTEMHOMO
peecTpa.

LonxHa 6bITb NpoBeaeHa yctaHoBka SECURITY_ATTRIBUTES npoueccoB 1 NOTOKOB B
cooTBeTCcTBMU C TpeboBaHnAMM 6€30MacHOCTN BCEN CUCTEMbI B LIE/IOM.

Ecnu HeT Heob6x0aMMOCTH, HE crieayeT NCNoAb30BaTh MPoToKoa SMB. B cny4dae
HeobXxoAMMOCTM UCMoAb30BaHUsS NpoTokona SMB napameTpbl EnableSecuritySignature
(REG_DWORD) u RequareSecuritySignature(REG_DWORD)

B kntode HKLM\System\CurrentControlSet \Services\LanManServer\Parametrs aos/mxHbl
6bITb YCTAHOBJ/IEHbI CO 3HaYeHusMun 1.

Y rpynnbl Everyone fofxHbl 6bITb yaaneHbl BCe NpUBUIEriun.
JonxeH 6bITb NepenmeHoBaH nonb3oBatenb Administrator.
JomkHa 6bITb OTK/IIOUEHA YYeTHas 3anucb Ans rocteBoro exoaa (Guest);

[onKHO 6bITb MCKIIOYEHO UCMOMb30BaHME pexnuMa aBTOMaTUYEeCKOro BXxo4a nosib3oBaTens
B ONEPALMOHHYIO CUCTEMY MPU ee 3arpyskKe.

[JomkHO 6bITb OrpaHMYeHo C y4eToM Bbi6paHHONM B opraHmM3aumn noamTukm 6es3onacHocTu
MCrMoNb30BaHMeE Nosib3oBaTensiMm cepeuca Sheduler.

JomxkeH 6biTb oTkAtOYeH cepeuc DCOM.
JomkHbl 6bITb OTKIOYEHbI CETEBbLIE NMPOTOKO/IbI, HE UCMOMb3yeMble Ha AaHHON MNDBM.

B cnyyae nogkntoyeHus M3BM ¢ yctaHoBneHHbiM CK3W k 06WwenocTynHbiM ceTsam
rnepefaydu gaHHbIX 4O/HKHO 6bITb MCKAKYEHO MUCMonb3oBaHme JavaScript, VBScript, ActiveX
M ApYyrux NporpaMMHbiX 06BHEKTOB, 3arpyXxaemblX U3 CeTw.

JonxHa 6biTb MCK/TOYEHA BO3MOXHOCTb CETEBOr0 aAMUHUCTPUPOBAHMUS AN BCEX, BK/OYas
rpynny Administrators.
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e [lonxeH 6biTb 3aKpbIT AOCTYN KO BCEM HE UCNOJIb3YEMbIM MOPTaM.

e Jlo/XHbl BKKOYATLCS DUALTPLI Naponei, ycTaHaBNMBaeMble BMECTE C NakeTaMm
obHoBneHun OC Windows.

e [10o/XHbI 6bITb UCKMOYEHBI UCMONIHEHUE U OTKPbITUE (PaliNoB, MNOMYyUYEHHbIX U3
06LWefoCTYMHbIX CeTel Nepefayun AaHHbIX, 6€3 NPpoBeAEeHUS COOTBETCTBYHOLUMX MPOBEPOK
Ha NpefMeT cofepXXaHUsl B HUX MPOrpaMMHbIX 3aK/1aloK U BUPYCOB.

e JlonmkHbl 6bITb YAaaneHsl Bce obwme pecypcbl Ha MN3BM ¢ yctaHoBneHHbIM CK3U
«Kpuntolpo CSP» (B TOM uucne 1 co3gaBaeMblie N0 YMOSYaHMIO Npu yctaHoBke OC
Windows, kKoTopble He ncnosb3ytTcs. MNpaBa AoCTyna K UCMOoJib3yeMbiM 06LWMM pecypcam
AO0/KHbI 6bITb 3a4aHbl B COOTBETCTBUM C NOSIMTUKOM 6€30MacHOCTM NPUHATON B
opraHusaumu.

e T[locne yCTaHOBKM OMNepaLMOHHON cucTeMbl U3 KaTanora %Systemroot%\System32\Config
AokeH 6bITb yaaneH garn sam.sav.

e JloMXXHbl UCNOMb30BaTLCA Hanboee 3allMLLEHHbIE NPOTOKOJIbI ayTEHTUDUKALNM,
peanusoBaHHble B Windows, ecnu ¢dyHkunoHupoBaHue CK3U He npeagycmaTpmuBaeTt
NnpUMeHeHne APYrnx NpoTOKOIOB.

e [10 BO3MOXHOCTW CrieAyeT NPUMEHSTb CaMble CuiibHble WabnoHbl 6e3onacHoCTm
(Templates).

e JlonxHa 6bITb pa3zpaboTaHa cMcTeMa Ha3HAYeHUS U CMEHbl Naponen.
e JlonkHO 6bITb 3anpeLeHo ncnonb3osaHne GYHKLUMN pe3epBHOro KONMMpoBaHWS naponen.

e [1o/mKHbl 6bITb OTK/IKOUYEHbI pEXNMbI 0TOBpaXKeHMUS OKHa BCEX 3aperncTpMpoBaHHbIX Ha
M3BM nonb3oBaTtenen n 6bICTPOro NeEpekItoYeHNs NONb30BaTeNEN.

e [lomkHa 6bITb OTKJ/IIOYEHA BO3MOXHOCTb YAa/IEHHOro aaAMMHUCTpupoBaHus MN3BM c
ycTtaHoBnieHHbIM CK3U «Kpuntollpo CSP»

e JlokHO 6bITb OrpaHM4YeHoO KoJIM4eCcTBO HeyAa4HbIX MOMbITOK BXOoA4a B CUCTEMY, B
COOTBETCTBME C MONUTUKOM 6630I'IaCHOCTVI, I'IpVIHf—ITOVI B opraHusauun. PekomeHayeTcs
6ﬂOKVIpOBaTb CUCTEMY Nocne TpexX Heyaa4HbIX NMONbITOK.

e Jl10MXHbl NICNOMbL30BATLCA CUCTEMA ayanTa B COOTBETCTBME C NONMTUKOM 6e30nacHoCTH,
NMPUHATOWN B OpraHusauumn, U1 OpraHM3oBaH perynsapHbii aHanus3 pe3ynbTaToB ayauTa.

e JlofXeH NpOBOANTLCA perynspHbI MPOCMOTP coobleHnit B XXypHane cobbituin Event
viewer.

e OC Windows gonxHa 6blTb HaCTpoeHa Ha 3aBeplueHne paboTbl NPy NeEpenosHeHUN
XXypHana ayaura.

e [lomkHa 6bITb 06ecneueHa HEBO3MOXHOCTb Moandukaunm OC Windows yepes
obuwepnocTtynHble KaHanbl nepepayvn gaHHbix (Windows Update, Remote Assistance, n
T.M.);

e [ocne nHctannaumn OC Windows aonxeH 6bITb YCTaHOBJIEH MOCeAHNIA oduLManbHbIn
Service Pack ot dupmMbl Microsoft, cywectsyouwmin Ha MoMeHT yctaHoBkyn OC Windows.

e [1o/KHbI MCMOIb30BaTbCS MNOAMMCAHHbIE ApalBepbI.

e Ha BCce gmpekTopumn, coaepxaiime cuctemHole dannbl Windows 1 nporpaMmbl 13
komnnekTa CK3U, nomkHbl 6bITb YCTAHOB/IEHbI MpaBa AOCTyNna, 3anpewatolwme 3anmcb
BCEM Nosib3oBaTensiM, kpome AamumHuctpatopa (Administrator), Co3aaTtens/Bnagenbua
(Creator/Owner) n Cncrtembl (System).

e [JlonkHa 6bITb MCKOYEHA BO3MOXHOCTb CO34aHNA aBapuiHOro gaMna onepaTuBHOM
namaTh, Tak Kak OH MOXEeT coAepxaTb KpunTorpaduueckn onacHyro nHdbopMauuto.

7.2. Hactpomnka cuncrteMHoro peectpa OC Windows
2000/2003/7/2008R2 npun yctaHoBke CK3U

Ha N3BM c yctaHoBneHHon OC Windows 2000/2003/7/2008R2 npwu yctaHoBke CK3W Heobxoammo
BHECTU cneayolmne N3MEHEHNS B CUCTEMHbI peecTp:
e B kntove HKLM\System\CurrentControlSet\Control\LSA, yctaHOoBUTb NnapameTp
RestrictAnonymous (REG_DWORD) co 3HauyeHueM 1 ans UcknoyeHns gocrtyna
aHOHMMHOro nonb3osatens (null-session) K cNUCKy pa3aensemMblX pecypcos, a
TaKXe AN UCKIII0YEHNSA AOCTYyMna K COAEPXMMOMY CUCTEMHOIO peecTpa;
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e /19 UCK/IIOYEHUS YyTEeUYKN MHPOpMaLMK Npu nepefaye AaHHbIX N0 UMEHOBAHHOMY
kaHany \\server\PIPE\SPOOLSSyaanuntb nms SPOOLSS wu3 kntoya
HKLM\System\CurrentControlSet\Services\LanManServer\Parameters\NullSessionPipes;

o B ktove HKLM\System\CurrentControlSet\Services\ LanManServer\Parameters
yCTaHoBMUTb nNapameTpbl AutoShareWks n AutoShareServer, nmetowme Tun
REG_DWORD, co 3HauveHuemM 0 ans 3anpeta aBTOMATUYECKOr0 CO34aHUSA CKPbITbIX
COBMECTHbIX pecypcoB;

e B Kkntove HKLM\Software\Microsoft\WindowsNT\ CurrentVersion\Winlogon
ycTaHoBuTb napameTp CashedLogonCount (REG_DWORD) co 3HaueHueM 0 ans
OTKJ/TIOYEHMS KILWMPOBAHMS Naponen nocnegHnx AecaTy nosb3oBaTenen, Boweamnx
B CUCTEMY;

e B kntodye HKLM\System\CurrentControlSet\Services\Eventlog\ <LogName>
(LogName - nMs xypHana Ans KOTOpOro cnefyeTt orpaHMynTb AOCTYN
nonb3oBartensM rpynnel Everyone) yctaHoBUTbL napameTp RestrictGuestAccess
(REG_DWORD) co 3HaueHueM 1 ans UCKIYEHUs aocTyna rpynnel Everyone k
CUCTEMHOMY XYPHay 1 XypHany NpuUioXeHun;

e B kntove HKLM\System\CurrentControlSet\Control\
SessionManager\MemoryManagment ycTaHOBUTb NapameTp
ClearPageFileAtShutDown (REG_DWORD) co 3HauyeHueM 1 ans BKAOYEHUS
MexaHu3Ma 3aTmpaHus garna noakadku npu nepesarpyske;

e B kntode HKLM\System\CurrentControlSet\Control\SecurePipeServers\ yctaHOBUTb
B COOTBETCTBMMW C MNOJANTMKON 6e30NacHOCTM NPUHATON B OpraHM3aumn paspelleHus
Ha AOCTYN K NapaMeTpy winreg Ans orpaHUYeHns yaasneHHoro AoCTyna K peecTpy;

e B Kkntove HKLM\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\ Winlogon\
ycTaHoBuTb napameTp AllocateFloppies (REG_SZ) co 3HauyeHneM 1 ons UCKIKOYEHUS
napasinenbHOro NCnosib3oBaHMsA AUCKOBOAA A5t TMOKUX AUCKOB;

e B kntoye HKLM\System\CurrentControlSet\Control\Lsa yctaHoBUTb NapaMeTp
AuditBaseObjects (REG_DWORD) co 3HayeHueM 1 ans BKAOYEHUS ayauTa Ha
6azoBble 06BbEKTBI CUCTEMDI;

e B kntoye HKLM\System\CurrentControlSet\Control\Lsa yctaHoBUTb NapaMeTp
FullPrivilegeAuditing (REG_BINARY) co 3HadyeHueM 1 Ans BKAKOYEHUS ayauTa
NpUBUIIErniA;

e AN UCK/OYEHMS nepenadn naposen nonb3oBaTesNeN Mo CETU B OTKPbLITOM BUAE
(OC Windows 2000) B k/toue
HKLM\SYSTEM\CurrentControlSet\Services\MRxSmb\Parameters yctaHOBUTb
napameTp EnablePlainTextPassword (REG_DWORD) co 3HaueHuem 0.

7.3. Wcnonb3oBaHune CK3W co ctaHAapTHbIMW NPOrpaMMHbIMU
cpeacreamu COK

MporpamMmmHoe obecneueHne CK3U XXTAN.00050-03 no3BONSIET UCMONb30BaTb POCCUNCKME
KpunaTorpaduyeckmne anroputMmbl n ceptudukaTbl OTKPbITbIX Katoven ctaHgapta X.509 ¢ pasnmuHbiM
nporpaMMHbiM obecneueHnem Microsoft:

e LleHTp Ceptndmkaumn - Microsoft Certification Authority, Bxoaswmin B coctaB Windows 2000
Server, Advanced Server, Windows 2003 Server, Windows 2008 Server, Windows 2008R2.

e DnekTpoHHas noyta - MS Outlook (Office 2013, Office 2010, Office 2007, Office 2003, Office
XP, Office 2000).

e DJieKTpPOHHas nouTta - Microsoft Outlook Express B coctaBe Internet Explorer.
e Microsoft Word, Excel, Info Path n3 cocraBa Microsoft Office 2003, 2007.
e CpeacrtBa kKOHTpons uenoctHocTu MO, pacnpocTpaHseMoro no cetn - Microsoft Authenticode.

e Cnyx6bbl TepmmHanos gna Windows 2003 Server, Windows 2008 Server, Windows 2008r2
Server (Bkatoyas w03 cnyx6 TepMnHanos).
e 3awwuta TCP/IP coeanHeHuii B ceTn WMHTepHeT - npoTtokon TLS/SSL npu B3ammoaencrsmm
Internet Explorer - web-cepsep IIS, TLS-cepBep, TLS-knueHT (IE).
e SQL-cepsep.
e ISA cepsep.
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e CepBep TepMnHanoB u knueHT (RDP).
e CpeacrtBa pYHKUMOHMPOBaHMSA KoMnsiekca paspabotku 000 «KPUMTO-MPO»
KpunTto-Mpo YL, 1.4, Kpuntollpo OCSP, Kpuntollpo TSP, KpuntoAPM, CryptCP, KnueHnT KpunTtolpo HSM.

CK3U XTAKN.00050-03 npu dyHKUMOHMPOBaHUKU nog ynpasneHneMm OC Windows MoxeT
NCNo/1b30BaTbCs C AOMNOSHUTENbHBIMW MPOrpaMMHbIMK CPEACTBaMU 3aLMUThI:

XXTAN.00051-01 30 02. KpunTollpo EFS. CpeacrtBo xpaHeHuns KoHdbumaeHUumManbHom nHpopmMauummn.
XKTAKN.00074-01 30 01. CK3U KpunTollpo IPSec.

7.4. TpeboBaHuMsa No opraHM3aumm CeTeBOro NoaKI4YeHus K

KOprnopaTtnBHbIM CETAM N CETAM obuwero AOCTYnMa.

Mpn opraHusaunm ceTeBOro NOAKIYEeHUs HeobxoAMMO onpeaennTb MNOMUTUKY pasrpaHUyveHus
AOCTyna B CeTM Ha ocHoBe paokyMeHTa XXTAW.00074-01 90 02 Kpuntollpo IPsec. PykoBoACTBO
aaMuHUCTpaTopa 6e3onacHocTy.

OpraHmsaums NoAKNOYEHUS AO/DKHA YAOBAETBOPATb N. 6.2 HacToAwero AoKyMeHTa.

8. TpeboBaHusa no KkpuntTorpadmnyeckon sawmTte

e Jlo/1KHbI BbIMOHATECSA TpeboBaHMsA No KpunTorpaduyeckon 3awmTe pasgena 13
nokyMeHTa XXTAKN.00050-03 90 02. Kpuntollpo CSP Bepcusa 3.6.1. PykoBoacTBoO
aaMunHucTpaTtopa. Obwas yactb. B yacTu, kacawuwencs OC Windows.

e [lepea Havanom paboTbl 1 B npouecce paboTbl AoKeH 6bITb NpoBeAEH KOHTPOb
LLeNIIOCTHOCTM.

e KOHTpOMEeM LenoCTHOCTU A0IXKHbI H6bITb OXBayeHbl dainbl:
Windows 2000/2003/7/2008R2 32-bit:

accord.dll, apmdz.dll, bio.dll, charismathics.dll, cpadvai.dll, cpcertocm.dll, cpcng.dll,
cpconfig.cpl, cpcrypt.dll, cpcsp.dll, cpcspi_2.dll, cpcspr.dll, cpdrvlib.sys, cpenroll.dll,
cpet.dll, cpExSec.dll, cpext.dll, cpintco.dll, cpkdc.dll, cpkrb.dll, cpksp.sys, cpmail.dll,
cpMSO.dlIl, cpoutlm.dll, cprastls.dll, cprdr.dll, cprevchk.dll, cporndm.dll, CProCtrl.sys,
CProDspr.dll, cpschan.dll, cpsecure.dll, cpsslsdk.dll, cpsuprt.dll, cpui.dll, cpverify.exe,
cpwinet.dll, cpXML5.dll, csptest.exe, dallas.dll, detoured.dll, ds199x.dll, dsrf.dll,
emv.dll, esmarttoken.dll, etok.dll, fat12.dll, genkpim.exe, inpaspot.dll, isbc.dll,
jcard.dll, pcsc.dll, pkimgmt.dll, reg.dll, reprovmgmt.dll, ric.dll, rtsup.dll, sable.dll,
setuptest.exe, snet.dll, winlogomgmt.dll, wipefile.exe, cpssl.dll, cpsspap.dll,
crypt32.dll, inetcomm.dll, wininet.dll, schannel.dll, winscard.dll, kerberos.dll,
cryptsp.dll, sspicli.dll.

Windows 2000/2003/7/2008R2 64-bit (x86)

accord.dll, apmdz.dll, bio.dll, charismathics.dll, cpadvai.dll, cpcertocm.dll, cpcng.dll,
cpconfig.cpl, cpcrypt.dll, cpcsp.dll, cpcspi_2.dll, cpcspr.dll, cpdrvlib.sys, cpenroll.dll,
cpet.dll, cpExSec.dll, cpext.dll, cpintco.dll, cpkdc.dll, cpkrb.dll, cpksp.sys, cpmail.dll,
cpMSO.dll, cpoutim.dll, cprastls.dll, cprdr.dll, cprevchk.dll, cprndm.dll, cpschan.dll,
cpsecure.dll, cpssisdk.dll, cpsuprt.dll, cpui.dll, cpverify.exe, cpwinet.dll, cpXML5.dll,
csptest.exe, dallas.dll, detoured.dll, ds199x.dll, dsrf.dll, emv.dll, esmarttoken.dll,
etok.dll, fat12.dll, genkpim.exe, inpaspot.dll, isbc.dll, jcard.dll, pcsc.dll, pkimgmt.dll,
reg.dll, reprovmgmt.dll, ric.dll, rtsup.dll, sable.dll, setuptest.exe, snet.dll,
winlogomgmt.dll, wipefile.exe, cpssl.dll, cpsspap.dll, crypt32.dll, inetcomm.dll,
wininet.dll, schannel.dll, winscard.dll, kerberos.dll, cryptsp.dll, sspicli.dll.
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9. TpeboBaHua no pabote c EFS, Secure Pack Rus,
C3U Secret Net 6, IpSec

Pa6oTa co cpeactBoM EFS, naketom Secure Pack Rus, C3U Secret Net 6, IPSec B MCMNOJHEHUSX
3-5 CK3W ponxHa npoBOAUTLCS C BbIMOJIHEHMEM TpeboBaHMI 3KCMyaTauMOHHOM AOKYMEHTauMK Ha 3Tu
cpeacTBa:

- XTAM.00051-01 30 02. Kpuntollpo EFS. CpeactBo XpaHeHust KoHduAeHUMaNbHON MHQOpMa-
umn. dopmynsp;

- EAMP.2090005.032-01 30 01. Secure Pack Rus Bepcus 3.0. opmynsp;

- RU.40308570.501410.006 30. C3U Secret Net 6. dopmynsp;
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MpunnoxeHne 1. KOHTPO/b LEeNoCTHOCTU NPOrpaMMHOro
obecrneyeHuns

Moaynb cpverify.exe No3BosseT OCyLWEeCTBNAATb KOHTPO/b LEeNOCTHOCTU YCTaHOBIEHHOrO NPOrpaMMHOro
obecneueHuns. KOHTpONb LEeOCTHOCTH (halifioB OCYLLECTBASETCA Npu 3arpy3ke dariia Ha ncnonHexHune (m
nepuoanYeCcKn BO BPEMS BbINOMHEHWS) MW MPU PYYHOM 3anycKe NporpaMMbl KOHTPONS LLEeOCTHOCTU (CM.
OMNuUUIO —FV HUXeE).

Mpy NOMOLLM NEPEUYUCTIEHHbIX HUXE onuuii Moaynb cpverify.exe MoXeT 6biTb MCMOb30BaH ANs
Cneaywmx KOHTPObHbIX Lienein:

e cpverify —r2x out_file [ xmlcatname] - ¢opmuposaHmne xmli-gaiina c umeHem out_file,
cofepxallero cnncok dannos, Haxoaswmxca B katanore xmlcatname noa kKoHTponem
LEeNoCTHOCTH;

e cpverify —x2r in_file [xmlcathame] - ycTaHoBneHWe Nog KOHTPOJb LLE/IOCTHOCTH (haiioB
13 katanora xmlcatname, nepeuncneHHbix B xml-garne c numeHem in_file;

e cpverify —xv in_file [xmlcathame] - npoBepka uenoctHocTn annos n3 KaTtanaora
xmlcatname, nepeuncneHHbix B xml-garine c umeHem in_file;

e cpverify -rv [ xmlcatname] - npoBepka uenoctHocTn daiinoB M3 kaTanora xmlcatname;

e cpverify —xm in_file out_file [xmlcathame] - BbluMcneHue 3HaueHUs xew-pyHKUNM ANns
Kaxaoro n3 dainos, cogepxawmxca B katanore xmlcatname n nepeuncneHHbix B xml-
darine c nmeHem in_file, n 3anncb Nnony4yeHHbIX 3HayeHUn B xml-cdann c umeHem out_file.
Tekyliee 3Ha4YeHWe Xelww-(PyHKLUUA NMpU 3TOM 3aMeHAETCS Ha BHOBb MOCYMTAHHOE.

e cpverify -rm [xmlcatname] - BbluMCieHMe 3HaUYeHUs Xelww-PyHKLUMN 415 KaX40ro 13
darnos, cogepxawmxcs B katanore xmlcatname. Tekyuiee 3HayeHne xew-pYHKLUUA Npn
3TOM 3aMeHsIeTCs Ha BHOBb MOCYUTAHHOE.

e cpverify —d [catname] - yaaneHue katanora cathname mn3 cnucka KOHTPNPYEMbIX
dannos.

e cpverify -mk filename - BbluncneHne 3HadeHnsa xew-PyHkKUMM ana danna c UMeHeM
filename.

e Bo BCcex nepeyuncneHHbIX Bbile CyYasx, ecnin He ykasaHo uMsa kaTanora xmlcatname, To
NpUHMMaeTCs MMS1 KaTasiora CPCSP, NCMOIb3yeMOE CSP AN KOHTPOSSt LE/IOCTHOCTH
BXOASILLMX B ero coctaB Moaynen. CIMCOK KOHTPOSIMPYEMbIX MOAYSIEN 3aBUCUT OT
WCMOJSTHEHMS N MOXET 6bITb NOsTy4YeH Npu nomowm koMaHabl cpverify —r2x in_file cpcsp.

[Ons Toro, 4Yto6bl NOCTAaBUTbL NOJA KOHTPOJb LIENIOCTHOCTU YCTAHOBJIEHHOE NporpaMMHoe obecneyeHue,
HY>XXHO BbIMO/IHUTb CIEAYIOLLYIO NOCNeA0BaTe/IbHOCTb AEUCTBUN:

1. Cozpatb xml-ann, cogepxawmii CNINCOK yCTaHaBANBAEMbIX N0 KOHTPO/Ib LEeNOCTHOCTH
darinos. AaHHbin xml-dain 4oNXKEH UMETb CIIeAY LY CTPYKTYpY:

<?xml version="1.0" encoding="utf-8" standalone="no"?>
<CProlntegrity>
<catalog name="TestControl">
<entry name="calc.exe">
<Path>C:\WINDOWS\system32\calc.exe</Path>
</entry>
<entry name=" verifier.exe">
<Path>C:\WINDOWS\system32\verifier.exe</Path>
</entry>
</catalog>
</CProlntegrity >

2. 3anyctutb moaynb cpverify —xm in_file out_file TestControl, ykasas B kauectse
napametpa in_file nma cospganHHoro xml-danna. Pesynbtatom paboTel Mmoayns 6yaet
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aBnaTbca xml-dann c umeHem out_file, cogepxalimii BbluMCNEHHbIE 3HAYEHUS XeLl-
dyHKUMM ans nepeuncnenHolx B in_file darinos n nmerowmin cneayowyo CTpyKTypy:

<?xml version="1.0" encoding="utf-8" standalone="no"?>
<CProlntegrity>
<catalog name="TestControl">
<entry name="calc.exe">
<Path>C:\WINDOWS\system32\calc.exe</Path>
<Tag>0941E781760004B3AEEODF6BC53CF460A6B137083948COBF6D5DD153D255FE86</Tag>
</entry>
<entry name=" verifier.exe">
<Path>C:\WINDOWS\system32\verifier.exe</Path>
<Tag>A9CD3307A16F76DCE4E6E3A67ED7359658202C44D9812C532FCD8EO7B1D7A7D6</Tag>
</entry>
</catalog>
</CProlntegrity>

3. YcTaHOBWUTb NOA4 KOHTPOJIb LLIeNIOCTHOCTM pannbl, AN KOTOPbIX 6b1/10 BbIYUC/IEHO 3HAaYeHMe
xew-gpyHKuumn, ncnonblys moaynb cpverify —x2r in_file TestControl, roe napametpom
in_file aBnsaetca xml-dann, nonyyeHHbIlh B pe3yfbTaTe BblUMC/IEHNS 3HAYEHUS XeLl-
PYHKUMN B NyHKTE 2.

MpunoxeHune 2. Cnyx6bbl cepTndmkKaunm onepaumMoHHON CUCTEMbI
Windows

Beaywmne MnpoBble NpoOM3BOAUTENN CUCTEMHOIO M MPUKIAAHOIO0 NporpaMMHoOro obecrnevyeHus akTMBHO
MHTErpupyoT pelleHns, OCHOBaHHbIe Ha MIHMPpaCcTpyKType OTKPbITbIX KIOYEN, B ONepaLmoOHHbIE CUCTEMbI
W NpuNoxeHusl. ApKMM NpuMepomM sBfsieTcs onepaunoHHas cuctema Windows, NosHOCTbIO
noaaepxusarwasa NOK.

B onepaumoHHon cucteme Microsoft Windows B nonHoM obbeme peannsoBaHa MHdpacTpykTypa OTKpPbITbIX
Knouen. 3Ta MHdpacTpyKTypa npeactaBnsieT cobor MHTerpnpoBaHHbIA Habop cnyx6 u cpeacTs
AAMUHUCTPUPOBAHWS AN CO3AaHUS U pa3BepTbiBaHUS NPUIOXKEHUNA, NMPUMEHSIOLWNX KpUnTorpaduio ¢
OTKPbITbIMM KNOYAMU, a TakxXKe A5 ynpaBieHUs UMu.

NHdpacTpyKTypa OTKpPbITbIX KKOYEN NpeanosiaraeT nepapxXxnyeckyo Moaesnb NOCTPOEHUS LLeHTPOB
ceptudukaumn. Takaa Mmogenb obecrneumBaeT MaclTabmpyemocTb, yA06CTBO aAMUHNCTPUPOBaHUS U
COrnacoBaHHOCTb C PacTyLUMM YUCSIOM NPOAYKTOB M LLeHTpoB cepTudmrkaumn. Npocrenwas popma nepapxmm
COCTOMT U3 OAHOIO LeHTpa cepTudukaumm, a B obLieM ciiyyae — U3 MHOXECTBA C IBHO OnpeaeneHHbIMU
OTHOLLUEHUAMU POANTENLCKUA-A0YEPHUN.

WHdpacTpykTypa OTKPbITbIX K/lOUeln, peanvM3oBaHHas B onepauMoHHol cucteme Microsoft Windows
2000/2003 noOsHOCTbIO NOAAEPXKMBAET N NO3BOJISIET CO34aTb UEPAPXNYECKYIO0 MOAENb LEHTPOB
cepTudumkKaumu.
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Intermediate CA Issuing CA

Issuing CA

Issuing CA

_ S LR

B coctaB cnyx6 ceptudunkaunm onepaumnmoHHon cuctembl Windows 2000 BxoasT cneayowme cnyxobbl un
KOMMOHEHTbI.

CepBuc cepTudmkaumnm

CepBuc cepTudumkaumm npepocrtasnset Habop cnyx6 ons Bbinycka, yrnpassieHns N NCNOSIb30BaHUS
CepTUMUKATOB OTKPbITbIX K/OYEN U KAKOYENn NPOBEPKN 3/TIEKTPOHHON NOAMUCK B 3aLUMLLEHHbIX
TEXHOJIOMMAX U NPUNOXEHUNAX, ncrnonb3dyowmx MOK. CepBuc ceptudurKaummn BbIMOSHAET OCHOBHYIO poJib B
ynpasneHumn 6e30nacHOCTbO TEXHOI0MMN 1 NPpUIoXeHn n obecneumBaeT npoLecc 4OCTOBEPHOro m
KoHduaeHUManbHoro obmeHa nHdopmaumen.

KoHCo/b LeHTpa cepTuduKaLmm

KoHco/b LeHTpa cepTudmrKaLmm aBnseTca paboumm MecToM afiIMMHUCTpaTopa 6e30nacHoCTH,
MO3BO/IAIOLIMM YMPaBAATb CEPTUGDMKATAMM OTKPLITLIX KIOUEN U KITHOUe NPpOBEpPKN SN1EeKTPOHHOM noamnucu.

{8 Certification Authority

J Action  Wiew |J & -Plll@

Tree I RequestID | Requester Mame | Binary Certificate | Serial Mumber | Certificate EFfe = |
&) Certiication Awtharity (Local Elzs04 WWAIUSR_FW -eee BEGIN CERTL.. 3efa2c1d00O.. 17.04.2002 18
E189 CP C5P Test C Ezsos WWWIILUSR_FW e BEGIN CERTL.. 4lefca4a0nn... 18.04.2002 78
"0 Revoked Certficates Elzsos WWWAILSR_FW BEGIN CERTL.. 4209ctfd3000...  18.04.2002 11
a Issued Certificates 250? WONWIIUSR_PW - BEGIM CERTI... 429d454F2000... 18.04.2002 11
D Pending Requests 2503 WONWIIUSR_PW - BEGIM CERTI... 42dcdd45000... 18.04.2002 12
fo D Failed Requests 25']9 Wi IUSR_FW - BEGIMN CERTI.,. 4z2e3z7d4000.., 18.04,2002 12
251|:| WONWIIUSR_PW - BEGIM CERTI... 42e37cchoon...  18.04.2002 12
251 1 Wi IUSR_FW - BEGIN CERTI... 42eeflccOod.., 15.04,2002 12
2512 WONWIIUSR_PW - BEGIM CERTI... 42f7edofoo0. ., 18.04.2002 12
2513 Wi IUSR_FW - BEGIMN CERTI.,. 437ff3cfO000... 18.04,2002 15
2514 WONWIIUSR_PW - BEGIM CERTI... 435bS429000.., 18.04.2002 15
2515 Wi IUSR_FW - BEGIMN CERTI.,, 033d9c9S000... 19.04,2002 14
2516 WoWAIUSR_PW - EEGIM CERTI... 0360cS1a000... 19.04,2002 15
251?‘I WONWIIUSR_PW - BEGIM CERTI... 03%ch962000... 19.04.2002 16
2513 Wiy W TLISRL_ Py 03bfbedaton,..  19.04.2002 16

Ezs19 WWWATLISR_FW
: "

03e9c496000.,. 19.04.2002 17
0447balel 19 3

1] |
| |

CpeacrtBa pacwmpeHus GyHKLUMOHANbHOCTM cepBuca cepTudukaumm

28



XKXTAN.00050-03 90 02-01. Kpuntollpo CSP. PykoBoACTBO aAMMHUCTpPaTopa 6e30nacHoCTM.
Ncnonb3oBanme CK3U knacca 3awmtbl KC3 nog ynpasneHnem OC Windows

CpeacTBa pacwmpeHns PyHKLMOHANbHOCTU CepBuca cepTudmKaummn npeaoctaBnsaoT Habop MeToaos,
NO3BONSAIOLNX UBMEHATL U pa3BuBaTb GYHKLNOHANBHOCTb CTaHAAPTHOMO cepBuca cepTudmKaummn ans
YAOBNETBOPEHUS NOTPe6HOCTM KOHKPETHON MPUKNAAHOM CUCTEMbI UM TEXHONOMMN. DTN CpeacTBa
NO3BONSAIOT MHTErPUPOBATL CEPBUC CEPTUPUKALNUN C Pa3/INYHBIMU CETEBBIMW CIPaBOYHUKaAMU U
npunoxeHnamu, hopMmMpoBaTb COCTaB CEPTUPMKATOB OTKPbITbIX KAKOUEN U KIOYENn NPOBEPKU
3/1eKTPOHHON noanucK, MoandUUMpoBaTb NpoLEecc ynpasieHns ceptudnkaTamu.

KnuneHTckue cpeacTsa B3anmMoaencTemnsa co cnyxbon ceptudukauymm

KnueHTCkMe cpeacTBa NpeAoCTaBAsoT N0/b30BaTENAM pa3iMyHble MeTOAbl AN GOPMUPOBAHUSA 3aKPbITbIX
KJ1HOYEel, 3anpoCcoB Ha cepTudunKkaTbl U 06paboTkn cepTUdUKaATOB, BbINYLEHHbIX CNYX60M cepTudukaummn.

ApXuUTeKkTypa cepBuca ceptTudunkaumnm

ApXUTEKTYypa cepBuca cepTudurKaumm NpeacTaBiieHa Ha CeayoLwWweM pUCyHKe.,

3aKpbITHIE
: RPUNTONPOEANAED. —= KoM
OTKprTbIe u BRENITVNPUB A e
KoY ' RPN PYEAEER,

,________-?__ _____________
! 2 Ceprudhuratsl
S3anpocel |
PKCS10 ! /

|| Moayne _ Cnyx6a Moayne

| npuema cepTnuKayum nyonukaumm [,

I y CRL

/-' Yy
WabnoHe Moayne Basa
cepTuuKaToB NOSUTHEH CepTHHKATOE

MpunoxeHune 3. YnpaBsieHne NpoTOKO/IMPOBaAHNEM
Ons BkAOYEHUS/0TKNOUEHNS nNpoTokonmpoBaHus ans Windows 32[Windows 64] no6aBnsieTcs B peecTp:
HKEY_LOCAL_MACHINE\SOFTWARE\[Wow6432Node]Crypto Pro\Cryptography\CurrentVersion\debug\
DWORD napameTp cpcsp 415 onpeaeneHns ypoBHS nNpoTokona
DWORD napameTp cpcsp_fmt pnsa onpepenenmsa opMata NnpoTokona

3HayeHMeM napaMeTpa YPOBHb NpoToKoNa sBnsieTcss butosas Macka:
N_DB_ERROR = 1 # coobuieHunsa o6 owmnbkax
N_DB_LOG = 8 # coobuweHuns o Bbi30Bax

3HayveHMeM nNapameTpa opMaTt NpoToKona ABnseTcs butoBas macka:
DBFMT_MODULE = 1 # BbIBOAUTb UMS MOAYA

DBFMT_THREAD = 2 # BbIBOANUTb HOMEP HUTKMU
DBFMT_FUNC = 8 # BbIBOAUTb UMSA DYHKLMUM
DBFMT_TEXT = 0x10 # BbIBOAMTb CaMO coobuieHue

DBFMT_HEX = 0x20 # BbiBoanTb HEX gamn (coaep>xuT 3HayeHne Kya NpoBepKu NoAMUcK m
noanmcu)

DBFMT_ERR = 0x40 # BbiBoanTb GetlLastError
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JInCT pernuctpaumm U3MeHeHui

Homepa nuctos (cTpaHuy)
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